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Unn 11
it ConfigModule Ltaz Environment Variables

(ConfigModule and Environment Variables)

o msld ConfigModule Lz Environment Variables
® ConfigModule L8z Environment Variables

o msly ConfigModule a& Environment Variables
® n3l3 @nestjs/config (1598N)

e MIIING env uaz .env.production 14 NestJS
® N3 Inject Config LUU Strongly-Typed

® MIIANTT Secrets agnvlaaany

® atYIAMT

® Ultimate Examples

SIJVI‘I,E’ISIJVI‘I?; 11: N9y ConfigModule L8z Environment Variables
lugadatiusaiminawiuadniintudis NestdS ANT3ANNTNNTAIEN (configuration) oi9dl
UszAnSnwiiaidudsdAny ConfigModule uaz environment variables S3nansiiuiaTasfionand
iaﬂ&lﬂﬁmaamﬁmmﬁ@mjw,l,a:ﬂaa@n”ﬂmnﬁaifu Tuunil 1:9z150due HMIANNEINAY
@nestjs/config s'fidl,ﬂuiugmﬁﬁ'ﬂﬁ NestJS sata3ou i sossunslnaasnisasaneng 9 97N
environment variables

niklunwfiafiadanisaolwd env §1wiL envionment Wz usz .env.production
§1SU environment NNIHER LABLONAMVLANAITBIAINITAIFNTIDNU ADUUa9TeWInamT
Walw1 MINaFey waznsleanass nssanmsuuuiitasliis lddasutlaldadn § LNEILA
1&8% environment variables Aignan3a150 behavior vasuaildagnsdroans

1% NestJS 7 inject #191n ConfigModule san3avilednansds ualuunitisnazuivnsvinuuy
strongly-typed %Gﬁmﬂﬁ\‘]miaﬁ’w interface %38 class #§1®IU type a4 configuration ‘ﬁlljﬁ
§89m13 MIvuuuiitisaatefianaiaanmsiuwie uasvinld IDE sansntlisasiasauuas

autocomplete fN@14 ¢ laaenguaine
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o

dnaTedmAanNiTIznaniife  N13IANIIAINAL (secrets) LTw APl keys, database
passwords W38 tokens NN3LAUAMNAUIMEHBENIUsaaRBwE s TW n3ld environment
variables 378U ConfigModule ¥nl#lTaunTaLEnANALaaNINNLAALAE repository Laagn4
TALAU

WANANNI LTEITUEYN LABAAULAS best practices 1un135an"T secrets 1% N34 dotenv-
safe, n599A7 default values, LLazﬂ’li@lTJﬁ]aaU’j’lﬁ’lﬁﬁi’lLﬂugﬂﬁ’mu@‘lﬁavlii nadteLnaniTag
Lﬁwmmﬂaa@ﬁmLLa:a@]ﬁfymﬁa’mﬁﬂﬁﬂu production environment
uwfts‘fomamqm”aazmmﬂm@ configuration WUy modular  FevilWldasunsnsanis
environment variables vadudazlugalaatisliantn n1suen responsibility wuUitvnlwszuy
ganTD scale leinBaz maintainable 3N

ﬁmﬁq@] amazlaiAn uwinen13lEen ConfigModule Tulisiandase SamansnUsulelens
wodvwainuazwnalng wiaaradhlandnniszas environment-driven configuration gt

v o @ o a o A . P ~ A &
187] ‘Yl’ﬂ%ﬂ’]iwwu’maﬂ NestJS Tad@lm&lﬂ?qwﬂaa@ﬂﬂ U@V\qu LRSI TNUINEIUL

M3 ly ConfigModule LLtaz Environment Variables

e M3 @nestjs/config

MI89 NG .env waz .env.production

N7 Inject config WUY strongly-typed

LRAALUIANTIIAINNAL/secret aeN9Ilaaany

uni 11 — A5y ConfigModule i8¢ Environment Variables (aztaﬂﬂ)

(2 (2

=1 < . . [% ¥ [
UNUazwIAmAIAT configuration 1% Uaaany, 11lwszuy, uas strongly-typed luiall NestJS

YDID39 I@ﬂmamqu:

mMIfaasuazlsinm @nestjs/config

NNI&IY .env WAz .env.production (LLazﬂ’liLﬁaﬂvLV\lﬁi{@l’l&l NODE_ENV)

N13%11 configuration 1w strongly-typed (1"5’ registerAs + ConfigType + @Inject)
e  MIATIINAUAN env (validation with Joi)
o LABRARLIANNIAINNAL / secrets atNdUaaanslu production

HUzBNE88191Ana39 (TypeScript) Wian'lWs .env @1a819 waz checklist UH1id laviui

1) AaAILlaInn
npm install @nestjs/config joi
# N30 yarn add @nestjs/config joi

joi 18113%n validation w849 env (optional Leikuziin)
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2) iila ConfigModule 13 AppModule — LL‘]JiJ‘ﬁ%g']% +18anlWaa13 NODE_ENV
/I src/app.module.ts

import { Module } from '@nestjs/common’;

import { ConfigModule } from '@nestjs/config’;

import configuration from './config/configuration’; // optional loader

@Module({
imports: [
ConfigModule.forRoot({
isGlobal: true, // w1 global e lidas import i
envFilePath: [".env.${process.env.NODE_ENV}", ".env'], // Tnaaany NODE_ENV na L&
fallback 1 .env
load: [configuration], // optional: load config object(s)
ignoreEnvFile: process.env.NODE_ENV === "production’, // Tu production ana Ll g g
.env
validationOptions: {
abortEarly: true,
2
/I validationSchema: ... // \31azl& Joi schema a1l
1,
I"... Iwgaﬁu 9
1,
1
export class AppModule {}
fadune:
o envFilePath 1w array — Nest 3zwenenulnaa lWaaausnian 1w
NODE_ENV=production -> .env.production — M liwuazlvaa env
e ignoreEnvFile: true Tu production 1)) pattern ﬁlllaa@ﬂyﬁ: Tu production A373L81 secret

, . 4 (=
1N secret manager / container env variables wnw N g env Auivla repo

3) Aa&19INa .env uaz .env.production
.env (§113U dev)
NODE_ENV=development

PORT=3000

Nest]S Web Programming: Advance wih 3
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DATABASE_HOST=localhost
DATABASE_PORT=5432
DATABASE_USER=dev_user
DATABASE_PASSWORD=dev_pass
DATABASE_NAME=app_dev

JWT_SECRET=dev_jwt_secret
JWT_EXPIRES_IN=3600

.env.production (@”’Jaii’m — #13 commit ‘ﬁ% repo)
NODE_ENV=production

PORT=8080

DATABASE_HOST=db.prod.internal
DATABASE_PORT=5432
DATABASE_USER=prod_user
DATABASE_PASSWORD=ProdStrongPassword! @#

JWT_SECRET=SuperSecretProductionKey

JWT_EXPIRES IN=3600

Todazny: 881 commit W& .env.production 7l secrets 939 9% VCS — ldeasing .env.example
unw (fudda keys ua'laladn)

.env.example:

NODE_ENV=

PORT=

DATABASE_HOST=
DATABASE_PORT=
DATABASE_USER=
DATABASE_PASSWORD=
DATABASE_NAME=

JWT_SECRET=
JWT_EXPIRES_IN=

Nest]S Web Programming: Advance wih 4
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4) N15%i1 validation 289 env A28 Joi (W1hN)
137323 schema a4 env A=LIVIL error AIUALIN:
/I src/config/env.validation.ts

import * as Joi from 'joi';

export const envValidationSchema = Joi.object({
NODE_ENV: Joi.string().valid('development’,'production’,'test").default('development’),
PORT: Joi.number().default(3000),

DATABASE_HOST: Joi.string().required(),
DATABASE_PORT: Joi.number().default(5432),
DATABASE_USER: Joi.string().required(),
DATABASE_PASSWORD: Joi.string().required(),
DATABASE_NAME: Joi.string().required(),

JWT_SECRET: Joi.string().min(10).required(),
JWT_EXPIRES_IN: Joi.number().default(3600),
Bk
a7 L%auﬁ'u ConfigModule.forRoot:
ConfigModule.forRoot({
isGlobal: true,
envFilePath: [".env.${process.env.NODE_ENVY}', ".env'],
validationSchema: envValidationSchema,
ignoreEnvFile: process.env.NODE_ENV === 'production’,
b;

> €€ ¥ A a ' v ' a .
HaaWT: thein env Maniatiialigndas watazla start — desrudym runtime

5) N19%11 Config UL modular & strongly-typed Al registerAs + ConfigType
Al e type-safe config (lidaat5an configService.get(foo') Lilu string wu'lai sure)
gnatn9: wunWa config nane'lWd — database, auth, app

/I src/config/database.config.ts

import { registerAs } from '@nestjs/config’;

Nest]S Web Programming: Advance wih 5
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export default registerAs('database’, () => ({
host: process.env.DATABASE_HOST,
port: parselnt(process.env.DATABASE_PORT, 10) || 5432,
user: process.env.DATABASE USER,
password: process.env.DATABASE_PASSWORD,
name: process.env.DATABASE NAME,
D)
/I src/config/auth.config.ts

import { registerAs } from '@nestjs/config’;

export default registerAs(‘auth’, () => ({
jwtSecret: process.env.JWT_SECRET,
jwtExpiresin: parselnt(process.env.JWT_EXPIRES_IN, 10) || 3600,
D);
Fuualnaals ConfigModule forRoot:
import databaseConfig from './config/database.config';

import authConfig from './config/auth.config';

ConfigModule.forRoot({
isGlobal: true,
load: [databaseConfig, authConfig],
validationSchema: envValidationSchema,
b:;
MUY strongly-typed 1 Service/Module:
/I src/database/database.module.ts
import { Module } from '@nestjs/common’;
import { ConfigModule } from '@nestjs/config’;
import { DatabaseService } from './database.service';

import databaseConfig from '../config/database.config’;

@Module({
imports: [ConfigModule],
providers: [DatabaseService],

exports: [DatabaseService],

Nest]S Web Programming: Advance wih 6
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b

export class DatabaseModule {}

uazlu service:

I src/database/database.service.ts

import { Inject, Injectable } from '@nestjs/common’;
import { ConfigType } from '@nestjs/config’;

import databaseConfig from '../config/database.config’;

@Injectable()
export class DatabaseService {

constructor(@Inject(databaseConfig.KEY) private dbConfig: ConfigType<typeof
databaseConfig>) {}

getConnectionString() {
const { user, password, host, port, name } = this.dbConfig;

return “postgresql://${user}:${password}@3${host}:${port}/${name}’;

}
i
e dbConfig i type TALIW (370 ConfigType<typeof databaseConfig>) — editor %428
autocomplete
o Uaaanunii configService.get<string>('DATABASE_HOST') e laidas string key
2NA18819M7 inject auth config:
import authConfig from '../config/auth.config’;

constructor(@Inject(authConfig.KEY) private auth: ConfigType<typeof authConfig>) {}

%] 1 v . N a.:
6) A@819n131% ConfigService 11211
1N9AT9E9881NLE ConfigService lasass:

import { ConfigService } from '@nestjs/config’;

@Injectable()
export class SomeService {

constructor(private configService: ConfigService) {}

Nest]S Web Programming: Advance wih 7
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getJwtSecret() {
return this.configService.get<string>(‘auth.jwtSecret'); // e registerAs + load
/I %30 get(JWT_SECRET') tll7 registerAs
}
}

e registerAs(‘auth’, ...) qmmma?m%ﬁolﬂu configService.get('auth.jwtSecret')

7) N139AN13 Secrets agvUaanny — unaz)iia (practical tips)
aﬁﬂ: a8 LA secrets b repo, 19 secret manager/secret store, rotate, limit access, audit
NuanduausziUfiaAuusi:
1. 8t commit .env NAiAN secret 31 VCS
o AU .env.example RIUAUWMUY el LULALAN secret 959
2. Tn production 1% Secret Manager %38 Secret Store
o Cloud providers: AWS Secrets Manager / SSM Parameter Store, GCP Secret
Manager, Azure Key Vault
o On-prem / self-hosted: HashiCorp Vault (88aiga)
o Nest app A2304 secret ‘ﬁl startup (‘vﬁa runtime) #1% SDK 284 cloud provider
W& inject 111 ConfigService (W38l sidecar)
3. s container / Docker 1% environment variables %3a Docker secrets
o Docker run: docker run -e DB_PASSWORD=... my-app
o Docker secrets (swarm): docker secret create db_password secret.ixt LLas
reference b service
o Kubernetes: 17 Secret (base64-encoded) kaz mount L1 env var %38 volume:
o kubectl create secret generic db-secret --from-
literal=DB_PASSWORD="'ProdSecret'
o Deployment:
env:
- name: DATABASE_PASSWORD
valueFrom:
secretKeyRef:
name: db-secret
key: DB_PASSWORD
4. slﬁ'u'%n'l‘sﬁ!,if'lﬁa secrets 1% least privilege

o IAM role / service account ﬁﬁwfﬁaﬂﬁq@ﬁﬁ%ﬂu

Nest]S Web Programming: Advance wih 8
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o wlgeu accounts ﬁﬁﬁﬂﬁguﬁm‘mﬂu
5. Encryption at rest / in transit
o Secret stores ANNINFDEUAD LANTIIFOULEND
o MIFEENTIZRINsLeYua secret manager sasld TLS
6. Rotate secrets il#1)5231
o lBulumnonyuiiaruuaz keys anluild
o @373RAY secret rotation compatibility lunatl (L% reload config / restart %38
dynamic refresh)
7. Tai log A secret
o W print env values "ﬁllﬂu secret 14 logs / error messages
o tdndudad log 1% mask (154 password: ****)
8. 14 runtime injection unwnILdawan lwlwa config ﬁgn build 12 image
o 1% Docker multi-stage build 81181 .env 14" image Snfinils
o IWuatduen env Mszuussliaomn runtime (container orchestration 9% supply)
9. 1« Vault or Secret Manager integration A1ABINTT dynamic secrets
o et Vault i dynamic db credentials “7‘1' auto rotate
10. ClICD: aghu secret 1w CI config
o AU secret b Cl secret store (GitHub Actions secrets, GitLab CI variables) L8 inject
14 runtime step YT
11. MIATRdauaNlaanne (audit)
o 11a logging / audit lu secret managers L‘ﬁia trace bA3A4 secret Lﬁavl%i
8) @188i19: NANNL Docker + Kubernetes (4#217)1i@)
o Dockerfile: T30 W& .env lu image
e Deployment: 1 k8s Secret (valueFrom secretKeyRef) Lﬁaﬁid@h
DATABASE_PASSWORD, JWT_SECRET {ud
« lu ConfigModule.forRoot o9 ignoreEnvFile: true T production tWatisAulisuann

process.env (ﬁ orchestration uaﬂﬁ)

9) A10819: Tam secret 91N AWS Secrets Manager (L1311143)
(fadolfifuuman — dasfinea AWS SDK uaz configure IAM role)
/I src/config/laws-secrets.loader.ts

import { registerAs } from '@nestjs/config’;

import AWS from 'aws-sdk’;
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export default registerAs('awsSecrets’, () => {

/I synchronous registerAs 'llLANNZAY async fetch — WaLWINNI: fetch fiaw bootstrap L&7 set
process.env

return {

/I é1 default 3@ placeholder

}
b;
LLu’m’m‘ng'j‘Uv@ﬁd: faw bootstrapping Nest, T process ‘ﬁl run container 4 secrets 81 lgLdu
ENV %%aLﬁUuVLWETtmp wan 1% Nest 811 — w3al% runtime provider “7‘1' async (@ advanced

patterns 983 Nest + custom provider)

10) Checklist: M5B9 ConfigModule LUy Production-ready
o 7 ConfigModule.forRoot({ isGlobal: true, load: [...], ignoreEnvFile:

process.env.NODE_ENV === 'production’, validationSchema })

wein config WWINS (database, auth, app) wazlT registerAs

1% Joi / validation schema Lﬁamn env i startup

\AUAI8E19 .env.example 13l repo — laiiAy .env Afien secret

Tu production: 1% secret manager / k8s secrets / cloud provider secrets

Yad log secrets wazl¥mTLnh9 secrets WUU least privilege

INLNWNIT rotate LR monitoring/audit

[ A R R I RN

. @373§8131 ignoreEnvFile: true 8l external secret manager

11) M12819lAATIN (37U37) — AppModule + config files + DB service + Auth usage
/I src/config/app.config.ts
import { registerAs } from '@nestjs/config’;
export default registerAs('app’, () => ({
nodeEnv: process.env.NODE_ENYV || 'development’,
port: parselnt(process.env.PORT, 10) || 3000,
D)
/I src/config/index.ts
import databaseConfig from './database.config’;

import authConfig from '.Jauth.config’;
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import appConfig from './app.config';

export default [databaseConfig, authConfig, appConfig];
I src/main.ts

import { NestFactory } from '@nestjs/core’;

import { AppModule } from './app.module’;

import { ValidationPipe } from '@nestjs/common’;

async function bootstrap(){
const app = await NestFactory.create(AppModule);
app.useGlobalPipes(new ValidationPipe({ whitelist: true, transform: true }));
await app.listen(process.env.PORT || 3000);

}

bootstrap();

/I src/app.module.ts

import { Module } from '@nestjs/common’;

import { ConfigModule } from '@nestjs/config’;

import configs from './config';

@Module({
imports: [
ConfigModule.forRoot({
isGlobal: true,
load: configs,
envFilePath: [.env.${process.env.NODE_ENV}’, ".enV,
ignoreEnvFile: process.env.NODE_ENV === "production’,
validationSchema: envValidationSchema, // import Joi schema
b,
/I rest modules...
P
D
export class AppModule {}

¢18819M7 inject LU strongly-typed 14 service:
/I src/auth/auth.service.ts

import { Injectable, Inject } from '@nestjs/common’;
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import authConfig from '../config/auth.config’;

import { ConfigType } from '@nestjs/config’;

@Injectable()
export class AuthService {

constructor(@lnject(authConfig.KEY) private auth: ConfigType<typeof authConfig>) {}

getJwtSecret() {

return this.auth.jwtSecret;

12) ﬁaﬁﬂwmm/mmqﬁwuﬁaﬂﬁu config UWazAsUN
o Ax set NODE_ENV — lunannalna .env
Wi @ﬁiﬂ"] NODE_ENV 14 environment / container / CI uazl4 envFilePath Luy array
« Hardcode secret 1% source
wi: e1e'ly secret manager / env vars
o Tlsila validation — app crash 17; runtime
wi: 14 Joi validation schema
o process.env NILAANILAINY — 8INAD testing
wA: centralize config @l registerAs + ConfigService / typed injection
e Logging IHAaLEAIAT secret

wi: mask secret 14 logs / U@ debug logs lu production

13) &31l (best practices ﬁg{l«b)
1. ¥hld ConfigModule 113 global wazlnaa config LWUNA1N domain (database, auth, app)
2. 1o registerAs + ConfigType<typeof config> Lﬂia strongly-typed injection
3. ¥ validation (Joi) Lﬁia fail-fast Lﬁa config PranIaRalszinn
4. lu production agnl g IWa .env ua btk secret manager / k8s secret / cloud provider
secret store
5. $1% commit secrets ifu VCS, 1o .env.example &NH

6. dmanaidi secrets, 1@ audit, Wyu secrets iUz Uazat log ¢ secret
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uni 11: N30y ConfigModule L@ Environment Variables

L] awsam
luszuvawalng) 13 hard-code A6N9 « 1w API keys, Database URLs, w38 JWT secret 84
luldadussnarsnaniassagnefs W

o lthisusafsudanannuwiasad ladne (Dev/Test/Production)

“ A < .

o wm’lmamgamﬂi’svlm (security breach)

o L& n13n scale 38 deploy laazainlu clicb pipelines
o & . - = ! o J . . H . .
@911 NestJS 398 @nestjs/config TIDILIANIIAN configuration N1% environment variables

(-env) laashaduszuy, Uasans uaz3adsy type safety LAugluuy

1 G’]ﬂ% @nestjs/config

] e

npm install @nestjs/config

&l msasandasdu

Tu app.module.ts:

import { Module } from '@nestjs/common’;

import { ConfigModule } from '@nestjs/config’;
import { DatabaseModule } from './database.module’;

import configuration from './config/configuration’;

@Module({
imports: [
ConfigModule.forRoot({
isGlobal: true, I/ Iﬁnﬂ Module &4 Config telaslaidas import i

load: [configuration], // 1naa config Nnnlna TypeScript
envFilePath: [.env’], // 321 path 289 W& environment
b,
DatabaseModule,
]1

b
export class AppModule {}
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2 G’\Sa%’mlwa{ .env LAz .env.production

Nests 19 dotenv meluiialnaasdaudsan’|wg env

R RHANE

Ll .env (eliﬂ% local development)

APP_PORT=3000

DATABASE_HOST=localhost

DATABASE_PORT=5432

DATABASE_USER=postgres

DATABASE_PASSWORD=123456

JWT_SECRET=dev_secret _key

LI .env.production (eliqﬂu production)

APP_PORT=8080

DATABASE_HOST=prod-db.cluster.amazonaws.com

DATABASE_PORT=5432

DATABASE_USER=prod_admin
DATABASE_PASSWORD=${PROD_DB_PASSWORD} # 1%aA7n secret store #38
environment 239

JWT_SECRET=${JWT_SECRET} # lidouanaSias s

L] Tip: 14 environment variable 1893501354 (L“Ij'u Docker, GitHub Actions, Kubernetes Secret)

UNWNNILAY secret 1IN env LG PRt CIRLEREENED

3 B’l‘s Inject config LLUU strongly-typed
walilaa type-safe uaz autocomplete el VS Code,
AmanaN 0T IWR config uunuanluga 1Bu:
src/config/configuration.ts
export default () => ({
app: {
port: parselnt(process.env.APP_PORT, 10) || 3000,
12
database: {
host: process.env.DATABASE_HOST,
port: parselnt(process.env.DATABASE_PORT, 10) || 5432,
user: process.env.DATABASE_USER,
password: process.env.DATABASE_PASSWORD,
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12
jwt: {
secret: process.env.JWT_ SECRET,
12
b;
] n1vlze1wln Service aging strongly-typed
1. 319 interface type
export interface AppConfig {
app: { port: number };
database: { host: string; port: number; user: string; password: string };
jwt: { secret: string };
}
2. Inject Iu service
import { Injectable } from '@nestjs/common’;
import { ConfigService } from '@nestjs/config’;

import { AppConfig } from './config.interface’;

@Injectable()
export class AppService {

constructor(private configService: ConfigService<AppConfig>) {}

getHello(): string {
const port = this.configService.get<number>(‘app.port', { infer: true });
const dbHost = this.configService.get<string>('database.host', { infer: true });
return "Running on port ${port}, connected to DB at ${dbHost}’;
}
}
O] mﬂ"ﬁ'{ infer: true } RTINS TypeScript infer mﬁmﬁagamn generic U84 ConfigService o
oaluwia

YA IDE uustin key l@LuD autocomplete Wae type-safe
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(=3 o @ [ 1 %
4®1ama‘uaﬂmimwau (Secrets) agnvlaanny
L] wwan19ipiiana (Best Practices)

I &
] 1. lsitAy secrets Tn repo
. . &£ .
281 commit W& .env 41 GitHub
i .gitignore:
.env

*

.env.
1 2. Mhasasdiadanis secrets
e Docker / Kubernetes Secrets
e AWS Secrets Manager / Parameter Store
e Vault (HashiCorp)
e GitHub Actions Encrypted Secrets
il production 1% NestJS @961 environment lasiass 1w
JWT_SECRET=$(aws secretsmanager get-secret-value --secret-id MyAppJWT)
] 3. uenlWdas environment
Qmmmm@ﬁmﬂ%awmﬂVLWa‘"I,@i” \TU:
ConfigModule.forRoot({

envFilePath: process.env.NODE_ENV === "production’ ? '.env.production’' : '.env',
b:;

4. Validate ﬂ")ﬁlz—wam)’m environment

NestJS 3893Un51F Joi validation toTagri config HANAA:

import * as Joi from 'joi';

ConfigModule.forRoot({
validationSchema: Joi.object({
APP_PORT: Joi.number().default(3000),
DATABASE_HOST: Joi.string().required(),
DATABASE_PORT: Joi.number().default(5432),
JWT_SECRET: Joi.string().required(),
b
b:;

wnenNInduliiniefia type — NestdS 32 throw error TsfinawINAUIZUL
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L sgdnwsaa
o Y 6 Qs 1 o @
ekin) Qﬂﬂﬁxﬁ\‘lﬂ Al2adIATY
@nestjs/config 1MaauazInNT environment variables ConfigModule.forRoot()

.env / .env.production|\AUATNNIAIAILLL environment-specific||APP_PORT, JWT_SECRET

Strongly-typed Config 189N error Laza28 autocomplete ConfigService<AppConfig>
Secrets Management Uaaany, 1si commit secret 1 Secrets Manager, .gitignore
Validation Schema  ||@523gaudNlAaaaN env Joi

L asdumraameandaanssa
e NestJS aﬁfuagm 12-Factor App Principle ?Ta‘ﬁl 3: "Store config in the environment"
« ConfigModule ¥ l#32UU58950 multi-environment deployment 'la$1e) (5% dev —>
staging — prod)
) Lfiai’mﬁ"i_l DI (Dependency Injection) LLaz typed config, 1@a3z maintain laauaz

UsaanygIunk

ik @nestjs/config (L%Gﬁﬂ)
AINIIN
@nestjs/config fa official module a9 NestJS ﬁﬁmlﬁ'@m:
o lwaadneng § 31N environment variables (.env, system env)
. lfmumwuﬂfﬁunﬂ service/module W14 Dependency Injection
o Hvuy type safety, default values, LLaz schema validation (+1% Joi)

e 3893UWANY environment (development, staging, production)

&0 1. fansuazisuanldon

npm install @nestjs/config

ﬁ]’mifu import module Tu app.module.ts:
import { Module } from '@nestjs/common’;
import { ConfigModule } from '@nestjs/config’;
import { AppService } from './app.service';

import { AppController } from './app.controller’;

@Module({
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imports: [
ConfigModule.forRoot({
isGlobal: true, // [ | ﬁﬂﬁnﬂ module 1 config ‘lalaelidas import 61

b,

1

controllers: [AppController],

providers: [AppService],
D
export class AppModule {}
"] isGlobal: true Aan1yUszmein ConfigModule 11} global module
@”dﬁ?u service #38 controller 1o 9 fi inject ConfigService laiaslaelddas import anlu module

PYDIN

] 2. &3904 .env

g3191Ws env 137 root vaslds1and:

APP_NAME=MyNestApp

APP_PORT=3000
DATABASE_URL=postgres://user:password@localhost:5432/mydb
JWT_SECRET=mysecretkey

aaufl NestJS T duazlnaadwaniidg process.env lasdnluda

3. Inject a Config W% ConfigService
ConfigService fa class ﬁl"ﬁl"ﬁ'ﬁﬁdﬁﬂu .env
@0e19MIITUln service:
import { Injectable } from '@nestjs/common’;

import { ConfigService } from '@nestjs/config’;

@Injectable()
export class AppService {

constructor(private readonly configService: ConfigService) {}

getHello(): string {
const appName = this.configService.get<string>('APP_NAME');
const port = this.configService.get<number>('APP_PORT");
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return “"Welcome to ${appName}! Running on port ${port}.";

}
L sl generic <string> %38 <number> 3z T8 lA TypeScript i‘ﬁﬁ@ﬁaga

LLae VS Code autocomplete Vlﬁgﬂﬁad

"] 4.1 Default Values

@mmmmm‘%m default value lelunsdifi environment variable 13ifilu .env:
const port = this.configService.get<number>('APP_PORT', 8080);

™ .env il APP_PORT — a:l%d1 8080 wnu

"] 5. 12%f32anu TypeScript Configuration Object
Wosasziloy config WasWANLAEINTISEN process.env 1asATS
suNTn§9 config file ATNAInuaHludiden

|| srclconfig/configuration.ts
export default () => ({

appName: process.env.APP_NAME || 'NestApp',

port: parselnt(process.env.APP_PORT, 10) || 3000,

database: {

url: process.env.DATABASE URL,

2

jwtSecret: process.env.JWT_SECRET,
b:;
L83 import T &atles app.module.ts:
ConfigModule.forRoot({

isGlobal: true,

load: [configuration], // [ Tnaadan g config
b;
1Fulu service lauuui:
const dbUrl = this.configService.get<string>('database.url");
const jwtSecret = this.configService.get<string>('jwtSecret');
[] qm@iuﬁaqmmmml"ﬁ nested key (database.url) l@8t1982a3N

LRZEIENNNTOVLNLRIBUEN config GIWIZJQRVL@T(L"H'% auth.config.ts, db.config.ts)
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[ ] 6. Validation Schema (maaaaumﬁfmmmn .env)
WINGaIM3IA NestJS @32988L71 environment variable ATUW3a 14
81917017 Joi Schema Validation '@

npm install joi

ﬁnﬂﬁ?ul,m”l,u app.module.ts:

import * as Joi from 'joi';

ConfigModule.forRoot({
isGlobal: true,
validationSchema: Joi.object({
APP_NAME: Joi.string().required(),
APP_PORT: Joi.number().default(3000),
DATABASE_URL: Joi.string().uri().required(),
JWT_SECRET: Joi.string().required(),
b
b:;
L] §16131n .env 11an38Ra type —> NestJS a2 throw error Nsfinaw startup

Tauaalana deploy T2UUA®A environment

% 7. M3UEN environment BaN8AA
Li’?&ﬁll’]iﬂﬁ’]ﬁu@vl,w&f .env @ﬂﬂJﬁﬂ’]WLL’)@ﬂmevL@T LT h:
e .env.development
e .env.production
e .env.test
#18¢19l% app.module.ts:
ConfigModule.forRoot({
isGlobal: true,
envFilePath: [".env.${process.env.NODE_ENV || 'development'}],
b;
ot
NODE_ENV=production npm run start:prod

NestJS 3z1naaf131n .env.production lasaalula

Nest]S Web Programming: Advance wih 20



| o 1 6 4
8. maamafﬂsmnm ConfigModule LLUU&NH?M

/I app.module.ts

import { Module } from '@nestjs/common’;
import { ConfigModule } from '@nestjs/config’;
import configuration from './config/configuration’;
import { AppService } from './app.service’;
import { AppController } from './app.controller’;

import * as Joi from 'joi';

@Module({
imports: [
ConfigModule.forRoot({
isGlobal: true,
envFilePath: ['.env'],
load: [configuration],
validationSchema: Joi.object({
APP_NAME: Joi.string().default('NestApp'),
APP_PORT: Joi.number().default(3000),
DATABASE_URL.: Joi.string().required(),
JWT_SECRET: Joi.string().required(),
2
b,
1,
controllers: [AppController],
providers: [AppService],
b
export class AppModule {}
/I config/configuration.ts
export default () => ({
appName: process.env.APP_NAME,
port: parselnt(process.env.APP_PORT, 10),
database: {

url: process.env.DATABASE URL,
}l

Nest]S Web Programming: Advance
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jwtSecret: process.env.JWT_SECRET,
b;
/I app.service.ts
import { Injectable } from '@nestjs/common’;

import { ConfigService } from '@nestjs/config’;

@Injectable()
export class AppService {

constructor(private config: ConfigService) {}

getinfo() {
return {
name: this.config.get<string>(‘appName'),
port: this.config.get<number>('port’),
db: this.config.get<string>('database.url’),
g
}
}

/I app.controller.ts
import { Controller, Get } from '@nestjs/common’;

import { AppService } from './app.service';

@Controller()
export class AppController {

constructor(private readonly appService: AppService) {}

@Get('info")
getinfo() {
return this.appService.getinfo();
}
}

# .env
APP_NAME=MyNestApp
APP_PORT=4000

Nest]S Web Programming: Advance
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DATABASE_URL=postgres://postgres:1234@localhost:5432/mydb
JWT_SECRET=my_jwt_secret
[l wan13sn

\asen GET finfo

a¢le:
{

"name": "MyNestApp",

"port": 4000,

"db": "postgres://postgres:1234@localhost:5432/mydb"
}
L aytigeanndasnssa

Wwos Uselonid

ConfigModule AN environment variables ag19tdwyz U

ConfigService Rk config {11 DI (Dependency Injection)

load 37 config a8 IWaLdu module-based

validationSchema||@323&a1@" config Na1k runtime

envFilePath 38930 multi-environment setup

isGlobal 1 config vl@ﬂu“flﬂI&l(ﬂﬂI@ o'lai@ag import <

10 Tusunsanda (@5ula39a319 + 85U + HANITTW)
IIKRIPS
o [ sfﬂmnmﬁyug'm — wiunlanmslt ConfigModule
o [ sldsunsuunasszana — 11 config Tuszuwase 13 DB, JWT, API Key, Cloud

Service
[ naaadi 1: Tdsunsuiug 1w (Basic Level)

] Tdsunsaifi 1: w@MIAT21N .env W1 ConfigService
(1 Tassasolistana

config-demo-basic1/

I— src/
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app.controller.ts

app.module.ts

app.service.ts

(I

main.ts

.env

package.json

[

tsconfig.json

L] .env

APP_NAME=NestConfigDemo
APP_PORT=3000

[] app.module.ts

import { Module } from '@nestjs/common’;
import { ConfigModule } from '@nestjs/config’;
import { AppController } from './app.controller’;

import { AppService } from './app.service';

@Module({

imports: [ConfigModule.forRoot({ isGlobal: true })],

controllers: [AppController],
providers: [AppService],
D
export class AppModule {}
app.service.ts
import { Injectable } from '@nestjs/common’;

import { ConfigService } from '@nestjs/config’;

@Injectable()
export class AppService {

constructor(private config: ConfigService) {}

getConfig() {
return {
appName: this.config.get('APP_NAME"),
port: this.config.get('APP_PORT"),

4 o v A
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}

[] app.controller.ts
import { Controller, Get } from '@nestjs/common’;

import { AppService } from './app.service’;

@Controller()
export class AppController {

constructor(private readonly appService: AppService) {}

@Get()
getEnvValues() {

return this.appService.getConfig();

}

5 Han1YI%
GET http://localhost:3000
NARNT:
{
"appName": "NestConfigDemo",

"port": ll3000ll

Tusunsaf 2: 19 Default Values 1o lsiailu .env
L] .env
APP_NAME=MyApp
[] app.service.ts
import { Injectable } from '@nestjs/common’;

import { ConfigService } from '@nestjs/config’;

@Injectable()
export class AppService {

constructor(private config: ConfigService) {}
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getPort() {
const port = this.config.get<number>('APP_PORT', 8080);
return { port };
}
}
5 Wan13Iw
{ "port": 8080 }
| Default value Qﬂsl"ﬁ'LWﬂzvl,ajﬁ APP_PORT lu .env

L T‘.Llil,mi&l‘ﬁ 3: 1% Configuration Function (Lt&n config aaﬂl,id]%v[,ﬂ%{)
L_| srclconfig/configuration.ts
export default () => ({
app: {
name: process.env.APP_NAME || 'DefaultApp’,
port: parselnt(process.env.APP_PORT, 10) || 3000,
2
b:;
app.module.ts
import { Module } from '@nestjs/common’;
import { ConfigModule } from '@nestjs/config’;
import configuration from './config/configuration’;
import { AppController } from './app.controller’;

import { AppService } from './app.service',

@Module({
imports: [ConfigModule.forRoot({ isGlobal: true, load: [configuration] })],
controllers: [AppController],
providers: [AppService],

b

export class AppModule {}

[] app.service.ts

@Injectable()

export class AppService {
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constructor(private config: ConfigService) {}

getApplinfo() {
return {
name: this.config.get('app.name’),
port: this.config.get(‘app.port’),
%
}
}
5 uaans

"name": "DefaultApp", "port": 3000 }

" Tusunsadi 4: 1% validation Schema (Joi)
BTY
npm install joi
[] app.module.ts
import * as Joi from 'joi";
ConfigModule.forRoot({
isGlobal: true,
validationSchema: Joi.object({
APP_PORT: Joi.number().default(3000),
APP_NAME: Joi.string().required(),
H
Bk
™ .env i APP_NAME — S2uUUaz throw error:
Error: "APP_NAME" is required

[] Tﬂ‘suni&l‘ﬁ 5: 1an environment (development / production)
L app.module.ts
ConfigModule.forRoot({

envFilePath: [".env.${process.env.NODE_ENV || 'development'}],
b;
.env.development

APP_ENV=dev
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APP_PORT=3000

.env.production

APP_ENV=prod

APP_PORT=8080

5 Haans

NODE_ENV=production npm run start
Nafi et

{ "APP_ENV": "prod", "APP_PORT": "8080" }

1 v 2: lusunsuuwailszand (Applied Level)

" Tusunsafi 6: Database Config + TypeORM
] .env
DB_HOST=localhost
DB_PORT=5432
DB_USER=postgres
DB_PASS=123456
DB_NAME=mydb
app.module.ts

import { TypeOrmModule } from '@nestjs/typeorm’;
import { ConfigModule, ConfigService } from '@nestjs/config’;

@Module({
imports: [
ConfigModule.forRoot({ isGlobal: true }),
TypeOrmModule.forRootAsync({
imports: [ConfigModule],
inject: [ConfigService],
useFactory: (config: ConfigService) => ({
type: 'postgres’,
host: config.get('DB_HOST"),
port: config.get<number>('DB_PORT"),
username: config.get('DB_USER'),
password: config.get('DB_PASS'),
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database: config.get('DB_NAME'),
autoLoadEntities: true,

synchronize: true,

i
export class AppModule {}

5 HAaNs

NestJS iTandagiudayadialaslddiain .env

1 Tusunsafi 7: JWT Secret Config
L] .env
JWT_SECRET=mySuperSecretKey
JWT_EXPIRE=3600
| auth.module.ts
JwtModule.registerAsync({
imports: [ConfigModule],
useFactory: (config: ConfigService) => ({
secret: config.get('JWT_SECRET),
signOptions: { expiresin: "${config.get(JWT_EXPIRE")}s" },
)
inject: [ConfigService],
Bk
5 Wan1Ih
\flag$3 token — 2zl secret key 910 .env

JWT_SECRET=mySuperSecretKey

" Tusunsadi 8: API Keys Config (thaa@a External API)
.env

OPENAI_API_KEY=sk-12345

app.service.ts

@Injectable()

export class AppService {
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constructor(private config: ConfigService) {}

getApiKey() {
return "Using API key: ${this.config.get(OPENAI_API_KEY").slice(0, 5)}******;
}
}

5 NANISIW

{ "apiKey": "Using API key: sk-12*****" }

[ TﬂiLLﬂi&lﬁ 9: Multi-Config Files (Auth + Database)
|| src/config/database.config.ts
export default () => ({
db: {
host: process.env.DB_HOST,
port: parselnt(process.env.DB_PORT, 10),
2
b:;
|| srciconfig/auth.config.ts
export default () => ({
jwt: {
secret: process.env.JWT_ SECRET,
expiresin: process.env.JWT_ EXPIRE,
2
Bk
|| app.module.ts
ConfigModule.forRoot({
isGlobal: true,

load: [databaseConfig, authConfig],
b;

] Tadsunsan 10: 1% Secrets 211 Environment 259 (LaiviuTwlna)
Tu production:
export JNT_SECRET=$(aws secretsmanager get-secret-value --secret-id myAppSecret)

npm run start:prod

Nest]S Web Programming: Advance wih 30



o v A v A
AUINUITDIINIUNLTYU

lulda NestJs:
const secret = this.config.get('JWT_SECRET");
5 HAaNS

NestJS 11 secret 31n AWS Secrets Manager lag'lsidasfi .env 233luia3a9

L agdanea

naaa [lusunsa|  uwdAenan ALAK
Mg |1 g1ue env 111N Inject
Nug1u |2 Default Values Unaasbiiladme
ﬁugm 3 Configuration File Lwen logic config
Nugw |4 Joi Validation Ja4nu config Aa
ﬁugm 5 Multi-Environment  [[v843U%a18 environment
llif:&gﬂ@i{ 6 Database Config 151y TypeORM
Uszynd|7 JWT Secret 511 Auth
Uazynd)|s API Key 1 External API
lliziqm@i{ 9 Multi Config Modules||[Modular Design
lliziqm@i{ 10 Secrets Manager Production Security

uni 11 (@awi 2): N138519 W48 .env uag .env.production 11 NestJS

1. Miuaaslzing .env
T NestJS (uaz Node js Taavialy) mysasneng § 1w
+ URL 7893 uT848
o API keys
e JWT secret
. wasanuoUrinam
A A3 Iwlng env ununisid@on hardcode lulda el
[ daeans (M push ANuaLdH GitHub)
[ Saneu (Uapusamusnnwegenlaine)

| wen configuration aanan logic
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6 o []
L 2. Iﬂ'ﬁdﬁ%’]drﬂil@ﬂ@l@naﬂ"lﬁ

nestjs-env-demo/

src/

app.controller.ts

app.service.ts

app.module.ts

L

main.ts

.env

.env.production

package.json

tsconfig.json

[

nest-cli.json

— a & (3 A A U
3. AARASLLNNLNINLNEIVDY

npm install @nestjs/config

4. 819 N4 .env (é”m%’u Development)
] Tna: .env
# wadvnaululnua development
NODE_ENV=development

# Port w2901
APP_PORT=3000

# Database §1%3U dev
DB_HOST=localhost
DB_PORT=5432
DB_USER=dev_user
DB_PASS=dev_password
DB_NAME=dev_db

# Secret key §1%3U JWT
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JWT_SECRET=dev-secret-key

Ll 5. ﬁ'ﬁasi’]\‘ivlv\la{.env.production (ﬁ’m‘%?u Production)
"] Tl4: .env.production

NODE_ENV=production

APP_PORT=8080

# Database 284 production (1T%U% Cloud)
DB_HOST=prod-db.example.com
DB_PORT=5432

DB_USER=prod_user
DB_PASS=${PROD_DB_PASS}
DB_NAME=prod_db

JWT_SECRET=${PROD_JWT_SECRET}
[ iadnau:
Tu production environment A773 Iajtﬁuﬁi’lﬁl‘%d‘l%vlﬂﬁ .env.production

WA LENITUNUNGLE environment variable VaI32UL (11l Docker #3832UU CI/CD)

&[] 6. lnamA191n .env 1t NestJS

] Twa: app.module.ts

import { Module } from '@nestjs/common’;
import { ConfigModule } from '@nestjs/config’;
import { AppController } from './app.controller’;

import { AppService } from './app.service';

@Module({
imports: [
ConfigModule.forRoot({
envFilePath: process.env.NODE_ENV === 'production' ? '.env.production' : '.env',
isGlobal: true, // 1% ConfigModule ’Lﬂﬁnnﬁluuaﬂ
)
P

controllers: [AppController],
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providers: [AppService],
D
export class AppModule {}
L] ératune:
e envFilePath @i?%ﬁﬂ?WLLQ@ﬁﬂNﬁ%@ﬂ’% LLﬂtI%a@vLW§ .env ﬁmm:aw

o isGlobal: true 33814 lida9 import ConfigModule Fl,u‘qﬂiu@asias

(1 7. 1% wanlulan
BV app.service.ts
import { Injectable } from '@nestjs/common’;

import { ConfigService } from '@nestjs/config’;

@Injectable()
export class AppService {

constructor(private readonly configService: ConfigService) {}

getHello(): string {
const env = this.configService.get<string>('NODE_ENV");
const port = this.configService.get<number>('APP_PORT");
const dbHost = this.configService.get<string>('DB_HOST");

return "Running in ${env} mode on port ${port} | Database Host: ${dbHost}";

}
Ll énadune:

« ConfigService 11@4613717 .env
o TypeScript wTI8ATIIFAVUILLAN (string, number)

o 1glu runtime 1WalsungAnITUMURANLIARDY

] 8. wamInalis Controller
] Tola: app-controller.ts
import { Controller, Get } from '@nestjs/common’;

import { AppService } from './app.service';
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@Controller()
export class AppController {

constructor(private readonly appService: AppService) {}

@Get()
getHello(): string {

return this.appService.getHello();

. qﬂéwﬁumaduaﬂ

] TWld: main.ts

import { NestFactory } from '@nestjs/core’;
import { AppModule } from './app.module’;

import { ConfigService } from '@nestjs/config’;

async function bootstrap() {
const app = await NestFactory.create(AppModule);
const configService = app.get(ConfigService);

const port = configService.get<number>('APP_PORT', 3000);

await app.listen(port);
console.log(' | Application running on: http://localhost:${port}");

}
bootstrap();

[110. wan133w

L | Development Mode (.env)

> npm run start:dev

Output:

_| Application running on: http://localhost:3000
Browser Output:

Running in development mode on port 3000 | Database Host: localhost
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| Production Mode (.env.production)
NODE_ENV=production npm run start
Output:

| Application running on: http://localhost:8080
Browser Output:

Running in production mode on port 8080 | Database Host: prod-db.example.com

]

L ssduwaanding

UWIAR A1asuY
.env udnauinuaIgNINLIAREN Development
.env.production \ALANU89 Production (6 LNAITLAL secrets 234)
ConfigModule LAAALAZIANTTAN environment
ConfigService 15696114 runtime
isGlobal: true ¥l# Config Iﬂﬁnﬂm@mhjﬁm import i
process.env.NODE_ENV|lg&auWa .env anuaniwiiasay
I3 production AITLTIT UL Docker secrets, Kubernetes Secrets,
Security Tip “ .
W38 Vault unwIWg .env

. [ 3‘[ﬂmnmﬁyu§1u (Basic) — aFauuiIfanan
o [ 3Tusunsuumaslszand (Applied) — 15luu5una3s 1iu Database, JWT, Third-
Party API

weazlusunInazdasy:

1. lassasldsand

2. '&idy mnlndidan)
3. fatuuldafiazain
4

NANNTIWDI

1 d@auil 1 — ldsunsaiingnn (Basic)

1
=1

 Tsunsaidl 1: 81@7 env wuud1afiga
[ Tassas1slilstane

basic-env-1/
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src/

app.controller.ts

app.service.ts

app.module.ts

L

main.ts

.env

package.json

L tsconfig.json

] W& .env
APP_NAME=NestEnvDemo
APP_PORT=3000

Ll app.module.ts
import { Module } from '@nestjs/common’;
import { ConfigModule } from '@nestjs/config’;
import { AppController } from './app.controller’;

import { AppService } from './app.service';

@Module({
imports: [ConfigModule.forRoot()],
controllers: [AppController],
providers: [AppService],
b
export class AppModule {}
app.service.ts
import { Injectable } from '@nestjs/common’;

import { ConfigService } from '@nestjs/config’;

@Injectable()

export class AppService {

constructor(private readonly configService: ConfigService) {}

getHello(): string {

const appName = this.configService.get('APP_NAME');
const appPort = this.configService.get('APP_PORT");

4 o v A
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return "App ${appName} is running on port ${appPort}";

}

app.controller.ts
import { Controller, Get } from '@nestjs/common’;

import { AppService } from './app.service';

@Controller()
export class AppController {

constructor(private readonly appService: AppService) {}

@Get()
getHello() {

return this.appService.getHello();

Ll main.ts
import { NestFactory } from '@nestjs/core’;

import { AppModule } from './app.module’;

async function bootstrap() {
const app = await NestFactory.create(AppModule);
await app.listen(3000);
console.log('| Application is running on: http://localhost:3000');

}
bootstrap();

[l wan1554
L] Application is running on: http://localhost:3000
Jalusiiwas:

App NestEnvDemo is running on port 3000

] Tusunsad 2: lvaa .env.production @13 NODE_ENV
] lasass

basic-env-2/
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src/

app.module.ts

app.service.ts

app.controller.ts

L

main.ts

.env

.env.production

.| .env

NODE_ENV=development
APP_PORT=3000

L .env.production
NODE_ENV=production
APP_PORT=8080

[] app.module.ts

import { Module } from '@nestjs/common’;
import { ConfigModule } from '@nestjs/config’;
import { AppService } from './app.service',

import { AppController } from './app.controller’;

@Module({
imports: [
ConfigModule.forRoot({

envFilePath:

process.env.NODE_ENV === 'production' ? ".env.production’ :

isGlobal: true,

D,
1,
controllers: [AppController],
providers: [AppService],

D
export class AppModule {}

[] app.service.ts
import { Injectable } from '@nestjs/common’;

import { ConfigService } from '@nestjs/config’;

.env',

o v A v A
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