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Middleware tLa2 Exception Filters

o  MIWEH Middleware §13U request logging

N9 Global Middleware

N133@N"T Error 628 Exception Filter

Custom Exception (5% UnauthorizedException)

.

UNN 6 — Middleware Laz Exception Filters (a%‘u’maxtﬁﬂﬂ)

doluiliiudatuneitedn vaumda SaunIvinau dranalda (TypeScript/Nests) 33
atnzdon uazuwnU fUaAa — mauﬂgw‘"ﬁaﬁqmwa: n39u4u Middleware §1%31 request
logging, M31T31% Global Middleware, "1339N17 Error @38 Exception Filter, uasn13a319/17

Custom Exception (1% UnauthorizedException)

1) NI (§h ) WAFIAT)
o Middleware: W3 TH (W3anana) N34 Ao 111U pipeline 289 Nest (faw Guards /
Interceptors / Pipes / Controller) — LAaNZNLNKIZAL low-level LT logging, parsing,

CORS, static files, rate limiting 489
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. . a KR ° @ o Y a A a X
e Exception Filter: Lua 1% TUUDI Nest fnIuIamITaflanananiiaduaalu context

28y Nest (HTTP / WebSocket / RPC) — lrauuazuag exception Iwaanidu response

71689017 (LT JSON error format)

e AIALNINH (request lifecycle — sia):

Middleware — Guards — Interceptors (before) — Pipes — Controller — Service

— Interceptors (after) — Response

v . a &/ 1 . . 1 .
ATt exception \adwluszning pipeline melu Nest (Lmulu Controller/Service) —

Exception Filters azgni3oniiaiany

fl’aﬁ’lﬁm‘,: mn exception QﬂIﬂuﬁ]ﬁﬂ middleware (\W31¢ middleware Yindnwnaw Nest lifecycle)

Nest's Exception Filters 8123z hiau'lé — @839@n35 error ne/lu middleware La9n3asIdad28

next(err) (express) / 1 error handler 284 underlying adapter

2) Middleware — UWHIAR + M08 (request logging)
g GG
1. Class-based middleware (implements NestMiddleware) — uTnamnzidoulas
consumer.apply(...).forRoutes(...)
2. Functional middleware (Wﬂﬁ"fmmu Express) — aanziiaueag app.use(...) (Lﬂu
global Ut Express adapter)
28819 — Class-based LoggerMiddleware
/I src/lcommon/middleware/logger.middleware.ts
import { Injectable, NestMiddleware, Logger } from '@nestjs/common’;

import { Request, Response, NextFunction } from 'express';

@Injectable()
export class LoggerMiddleware implements NestMiddleware {

private logger = new Logger('HTTP");

use(req: Request, res: Response, next: NextFunction) {
const { method, originalUrl } = req;

const start = Date.now();

/1 \ila response U L3132 log LIRT LA status
res.on("finish’, () => {

const ms = Date.now() - start;

Nest]S Web Programming: Intermediate
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this.logger.log('${method} ${originalUrl} ${res.statusCode} - ${ms}ms");

aenzidgwuyy Module-scoped (112 AppModaule)

/I src/app.module.ts

import { Module, NestModule, MiddlewareConsumer, RequestMethod } from '@nestjs/common’;
import { LoggerMiddleware } from './common/middleware/logger.middleware’;

import { AppController } from './app.controller’;

import { AppService } from './app.service',

@Module({
controllers: [AppController],
providers: [AppService],
})
export class AppModule implements NestModule {
configure(consumer: MiddlewareConsumer) {
consumer
.apply(LoggerMiddleware)
forRoutes({ path: ™', method: RequestMethod.ALL }); // lﬁﬂ”unﬂ route

}

Functional middleware (global, 1% app.use)
/I src/main.ts

import { NestFactory } from '@nestjs/core’;
import { AppModule } from './app.module’;

import { Request, Response, NextFunction } from 'express'’;

function logger(req: Request, res: Response, next: NextFunction) {
const start = Date.now();
res.on('finish’, () => {

console.log( ${req.method} ${req.originalUrl} ${res.statusCode} - ${Date.now() - start}ms’);

Nest]S Web Programming: Intermediate wih 4
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async function bootstrap() {
const app = await NestFactory.create(AppModule);
app.use(logger); // global for Express adapter
await app.listen(3000);
}
bootstrap();
HaA53x 304N 8INY Middleware
o aglan (throw) uncaught errors 1w middleware — &1 middleware leu error, Nest
Exception Filters maa‘i’uvl,&ivl,ﬁ(l,mﬁ:ﬁ'uagjuaﬂ pipeline)
e TNABIMN async 14 middleware 1% 39U error ua2138n next(err) (ﬁ’mﬁl Express) L‘ﬁiaiﬁ
underlying error handler in41%
o WANLABIIWATN (blocking) 1w middieware — frdaslgsunin Tehe'ly background
job / queue / worker

oUW requestld %38 correlation id lWaLTayl logs 91U services

3) Global Middleware — 33179 uuazlauanang
Jmasdidnan:

1. Platform-level global (app.use) — app.use(...) ¥i141%U% underlying adapter
(Express/Fastify). mmnﬁaﬁaami middleware ‘ﬁlLLuuﬁ'ﬁJ adapter lasase (7% helmet,
cors, bodyParser)

o WATadNe: §NIU Fastify daaidu fastify plugin — app.use 813 bivnawwAlan
Express

2. Module-scoped "global-like" via MiddlewareConsumer — o
consumer.apply(...).forRoutes({ path: "', method: RequestMethod.ALL }) %dLﬁmehﬁ’u
global 143261 Nest routing uagsidugruniteuas lifecycle 209 Nest (1270 NestModule)

ara819n151i 1w global §1msunn route (I AppModule):

consumer.apply(LoggerMiddleware).forRoutes({ path: ', method: RequestMethod.ALL });

4) Exception Filters — LUWIAALAZNIT IZI

rludasly Exception Filters
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. muq&lgmmu response ijaLﬁ@ error (V5% JSON format ﬁLﬂummg'm)
o LHNUYE exception LGazTHa (LT% HTTP exceptions, validation errors, custom errors)
o guna1aNT logging va3TaHANA"R LLaxvl,&i‘?"J"l,m"ﬁaHaﬁ sensitive b4 production
#3519 AllExceptionsFilter (5"1J°Qﬂ exception)
/I src/lcommonf/filters/all-exceptions filter.ts
import {
ExceptionFilter,
Catch,
ArgumentsHost,
HttpException,
HttpStatus,
Logger,
} from '@nestjs/common’;

import { Request, Response } from 'express';

@Catch()
export class AllExceptionsFilter implements ExceptionFilter {

private logger = new Logger('Exceptions');

catch(exception: unknown, host: ArgumentsHost) {
const ctx = host.switchToHttp();
const response = ctx.getResponse<Response>();

const request = ctx.getRequest<Request>();

const status =
exception instanceof HttpException
? exception.getStatus()

 HttpStatus.INTERNAL_SERVER_ERROR;

const responseBody =
exception instanceof HttpException
? exception.getResponse()

: { message: 'Internal server error' };

Nest]S Web Programming: Intermediate wih 6
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!/ log ?Taga (881 log stack-sensitive Tu production LuULTaLNE)
this.logger.error(
"HTTP ${status} Error on ${request.method} ${request.url} ->
${JSON.stringify(responseBody)}’,

);

response.status(status).json({
statusCode: status,
timestamp: new Date().tolSOString(),
path: request.url,

error: responseBody,

D

}
aonzidan Filter
» Global ()0 controller / route)
/I src/main.ts
import { NestFactory } from '@nestjs/core’;
import { AppModule } from './app.module’;

import { AllExceptionsFilter } from './common/filters/all-exceptions.filter’;

async function bootstrap() {
const app = await NestFactory.create(AppModule);
app.useGlobalFilters(new AllExceptionsFilter());
await app.listen(3000);
}
bootstrap();
« Controller 538 Method level
e @Controller('cats')
e @UseFilters(new AllExceptionsFilter())

e export class CatsController { ... }

e // W328%IU method LA8"

* @Get()

Nest]S Web Programming: Intermediate
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e @UseFilters(new AllExceptionsFilter())
o findAll() { ... }
AULRNILBHAVDI Exception
INABINITILLRNE UnauthorizedException:
@Catch(UnauthorizedException)
export class UnauthorizedFilter implements ExceptionFilter {
catch(exception: UnauthorizedException, host: ArgumentsHost) {

/I ... handle 401 specially
}

5) Custom Exception (Lﬁ% UnauthorizedException LLSIJSIJﬁ'm%ﬂLm)
Qmmmma{ﬁa exception maaqmmﬂm extend HttpException — Uszlomsifals
payload/shape a4 error Adasmsle

/I src/lcommon/exceptions/my-unauthorized.exception.ts

import { HitpException, HttpStatus } from '@nestjs/common’;

export class MyUnauthorizedException extends HttpException {
constructor(message = 'val,s\iﬁﬁﬂﬁif’lﬁd') {
super(
{
statusCode: HttpStatus. UNAUTHORIZED,
error: 'Unauthorized’,
message,
2
HttpStatus. UNAUTHORIZED,
);
}

}
EARI (3710 Service / Controller):

I Alanwanuialu service
if (luser) {
throw new MyUnauthorizedException("Token #iaang %%a"l&igﬂﬁaa');

}

Nest]S Web Programming: Intermediate wih 8
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W3 lT built-in:
throw new UnauthorizedException("Token invalid');

WATENGBINITIANT 401 wuURLaE MiTauw @Catch(UnauthorizedException) filter

6) AL HEIN (Middleware + Filter + Custom Exception)
1. Middleware log nn request
2. Service WU user "laj’g]ﬂ@i”aa —> throw new MyUnauthorizedException()
3. Exception Filter (global) JU exception U&7 return JSON ﬁLflummg’mua: log
@28819 Controller g% ]
@Controller(‘api')
export class ApiController {
@Get('private")
getPrivate() {
/| RuNGLTA token BULWAA?
throw new MyUnauthorizedException('Token lejE]ﬂ@TE]\T);
}
}

A28819 response (31N AllExceptionsFilter)
HTTP/1.1 401 Unauthorized

Content-Type: application/json

"statusCode": 401,
"timestamp": "2025-10-12T01:23:45.6782",
"path": "/api/private",
"error":
"statusCode": 401,
"error": "Unauthorized",
"message": "Token vL&itq]ﬂ(ﬁa\‘i"

}

A

7) Best practices & 2auwz B9l 1i6n

Nest]S Web Programming: Intermediate wh 9
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e  WUNANMNIUNATOU: Middleware §1%3U concerns 32@U infrastructure (logging,
parsing, auth token parse), Exception Filters ﬁ'm%'llm'mﬁﬂwmﬂLLaszllLL‘]J‘LI error
response

« atlun exception Luvtdatuali middleware — 3AN13A try/catch WRIFIGBGRE
next(err) nIoutaadu response ﬁmm:aw

o o HttpException/built-in exceptions’ (BadRequestException,
UnauthorizedException, NotFoundException, 48%) Lﬁaiﬁ'ﬁamuz HTTP ﬁ‘ﬁ’mﬁm

¢ Format response slﬁ’lﬁ%u’msg'm (statusCode, message, timestamp, path, details) —
Jnu6a frontend LAz logging/observability

e Log STALAY ¢): info for normal requests, warn for suspicious, error for exception —
Jufn requestld/correlationld L&U®

o agillawe stack traces 1 production — log stack trace 1% internal logging (Sentry,
Datadog) ueiaay client @2atannufilasnss

o ¥ ValidationPipe &1%130 DTO validation — validation errors aznanaiilu
BadRequestException 1aan luaie (mminﬁmﬁ’m filter)

o NAFAU: WY unit tests F1RTU middleware (mock reg/res/next) LLae integration/e2e

tests LWiNaElwe 1 format wad error responses

8) $aA733x 31 TamaARA (MAnNaann)
e Exception filters Taiaw exception ‘ﬁtﬁﬂ%an Nest context (15 error Tu global
express middleware ﬁiﬂﬂ@ﬂmd)
o &NV Fastify — 35m3adnziion middleware dndaan’ty (a33F fastify plugins)
o 01 middleware A29%11 async Waza19lew error — b try { await ...; next(); } catch(e) {

next(e); } WNa&d6ia error 1W underlying adapter

1AL aALBIAN — UNN 6: Middleware Was Exception Filters (ASUD%

I asdlavnlatay)

ol adazean — dnsumdAaiiianndasnssa, Taaaatnanuy lWdass, n13asdn DI,
NMINAROY, TOAITTZ, LA pattern flra391u Production (correlation id, structured logging,
. . o . . v v = = 6 o 1 d' (-5 v A
integration NU error monitoring) — mqmamﬂlwmmmﬂﬂﬂ‘mmmammmm‘smuvlwuﬂ

vanulatag wm:duﬂum"[ﬂﬁm”aazm

1 — @1AUN13N19% (Request lifecycle — UULazLdam)
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1. Incoming HTTP request (Adapter) — Express/Fastify TU request Naw

2. Platform-level middleware (app.use(...)) — Yin91unNan Nest lifecycle (Eﬂﬁu underlying
adapter)

3. Nest Module-scoped middleware (class-based via consumer.apply(...).forRoutes(...))

— Yinnaw Guards / Interceptors / Pipes / Controllers

Guards (CanActivate) — av198N7 / auth

Interceptors (before) — transform/monitor input (L% timing)

Pipes — validation/transform (L%% ValidationPipe)

Controller — Service (business logic)

Interceptors (after) — transform response, caching 489

© © N o o b

Response returned to client
10. Exception handling path — e exception melu Nest pipeline
(Controller/Service/Pipes/Interceptors/Guards) — Exception Filters 2zau e
o dadam: a1’ exception 1@ ian Nest pipeline (1wl platform-level
middleware "ﬁIIEJu error I@ﬂ@m) Nest filter 8191430 l¢ — da9 next(err) %30

2am3nglu middleware 184

2 — Middleware (13980 + A20819 IW#939)
2.1 wuuiilFdas
« Functional middleware: 1% app.use(fn) (Express style) — AFNIL third-party libraries
(helmet, cors)
« Class-based NestMiddleware: szaaniladosms DI whanle (LoggerService, Config)
— aanzidawrn consumer.apply(...).forRoutes(...)
2.2 Madne: Logger + Correlation ID (production-ready pattern)
Janlizain:
« 919 x-correlation-id (U7 header t&) — WnML request lifecycle lauld
AsynclLocalStorage Lﬁiaiﬁnﬂﬁlu code (service/logger/filter) 814 traceld o
e &34 structured log (Winston) — log i traceld Lﬂia trace across services
Tassas19aad19 (da)
src/
main.ts
app.module.ts

app.controller.ts
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app.service.ts
common/
async-storage.ts
logger/
logger.service.ts
middleware/
correlation.middleware.ts
logger.middleware.ts
filters/
all-exceptions.filter.ts
exceptions/
my-unauthorized.exception.ts
1) async-storage.ts
/I src/lcommon/async-storage.ts
import { AsyncLocalStorage } from 'async_hooks";
export const asynclLocalStorage = new AsyncLocalStorage<Map<string, any>>();
2) logger.service.ts (Winston-based)
/I src/lcommon/logger/logger.service.ts
import { Injectable } from '@nestjs/common’;
import * as winston from 'winston';

import { format } from 'winston’;

@Injectable()
export class LoggerService {
private logger: winston.Logger;
constructor() {
this.logger = winston.createLogger({
level: 'info',
format: format.combine(
format.timestamp(),
format.errors({ stack: true }),
format.json()
),

transports: [
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new winston.transports.Console(),

log(message: string, meta?: any) { this.logger.info(message, meta); }
error(message: string, trace?: string, meta?: any) { this.logger.error(message, { trace, ...meta
i}
warn(message: string, meta?: any) { this.logger.warn(message, meta); }
}
3) correlation.middleware.ts
/I src/common/middleware/correlation.middleware.ts
import { Injectable, NestMiddleware } from '@nestjs/common’;
import { Request, Response, NextFunction } from 'express';
import { randomUUID } from 'crypto’;

import { asyncLocalStorage } from '../async-storage’;

@Injectable()
export class CorrelationMiddleware implements NestMiddleware {
use(req: Request, res: Response, next: NextFunction) {
const headerld = (req.headers['x-correlation-id'] as string) || randomUUID();
const store = new Map<string, any>();
store.set('traceld’, headerld);
/I run everything for this request inside AsynclLocalStorage context
asynclLocalStorage.run(store, () => {
res.setHeader('x-correlation-id', headerld);
next();
b;
}
}
4) logger.middleware.ts
/I src/common/middleware/logger.middleware.ts
import { Injectable, NestMiddleware } from '@nestjs/common’;

import { Request, Response, NextFunction } from 'express';
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import { LoggerService } from '../logger/logger.service’;

import { asyncLocalStorage } from '../async-storage’;

@Injectable()
export class LoggerMiddleware implements NestMiddleware {
constructor(private readonly logger: LoggerService) {}
use(req: Request, res: Response, next: NextFunction) {
const start = Date.now();
res.on('finish’, () => {
const store = asynclLocalStorage.getStore();
const traceld = store?.get('traceld");
const meta = {
traceld,
method: req.method,
url: req.originalUrl,
status: res.statusCode,
durationMs: Date.now() - start,
ip: req.ip,
I3
this.logger.log(' ${req.method} ${req.originalUrl} ${res.statusCode} - ${meta.durationMs}ms",
meta);
)k

next();

}

5) asnzidaw middleware AppModule

I/ src/app.module.ts (LAW12&2% configure)

import { Module, NestModule, MiddlewareConsumer, RequestMethod } from '@nestjs/common’;
import { AppController } from './app.controller’;

import { AppService } from './app.service';

import { LoggerService } from './common/logger/logger.service';

import { LoggerMiddleware } from './common/middleware/logger.middleware’;

import { CorrelationMiddleware } from './common/middleware/correlation.middleware’;
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@Module({
controllers: [AppController],
providers: [AppService, LoggerService, LoggerMiddleware, CorrelationMiddleware],
b
export class AppModule implements NestModule {
configure(consumer: MiddlewareConsumer) {
consumer.apply(CorrelationMiddleware, LoggerMiddleware)

forRoutes({ path: ™', method: RequestMethod.ALL });

}
o a A X
AMdoUNgLBIAN:
e asynclLocalStorage.run(...) ﬁ’ﬂﬁ'“ﬁ’aﬂa traceld AAANNAREA async call chain (ALlalEny
logging Lz tracing)
o 1% middieware NIzaaidn provider (1% providers) Wali DI vihau (LoggerMiddleware
@89n13 LoggerService)
o WANLABY synchronous heavy work A8ls middleware — 616a9vin heavy 10 TA¥iuuy

async WRZIANIT error Gg try/catch e next(err)

3 — Exception Filters (L%dﬁn + ﬁ")ﬂ&i’]ﬂ17\|§ﬁ)%d)

3.1 1l n"2va9 Exception Filter
o uilad exception — HTTP response 1u3ﬂLLuuﬁﬁ1%u@ (standard error shape)
e LENNITIANTT error LARTBHA (HttpException, ValidationError, Custom Exceptions)
o 10 (log) wazasliles monitoring (1% Sentry) Nnguidnag

3.2 Aad: AllExceptionsFilter (structured response + logger + traceld)

/I src/common/filters/all-exceptions filter.ts

import { ExceptionFilter, Catch, ArgumentsHost, HttpException, HttpStatus } from

'@nestjs/common’;

import { Request, Response } from 'express';

import { LoggerService } from '../logger/logger.service';

import { asyncLocalStorage } from '../async-storage’;

@Catch()
export class AllExceptionsFilter implements ExceptionFilter {

constructor(private readonly logger: LoggerService) {}
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catch(exception: unknown, host: ArgumentsHost) {
const ctx = host.switchToHttp();
const response = ctx.getResponse<Response>();
const request = ctx.getRequest<Request>();
const store = asynclLocalStorage.getStore();

const traceld = store?.get('traceld');

const isHttp = exception instanceof HitpException;

const status = isHttp ? exception.getStatus() : HttpStatus.INTERNAL_SERVER_ERROR;

let message = 'Internal server error',

let details: any = null;

if (isHttp) {
const res = exception.getResponse();
if (typeof res === 'string') message = res;
else if (typeof res === 'object’ && res == null) {
details = res;
/I some HttpExceptions have { message: ['a','b'] } or custom object
message = (res as any).message || (Array.isArray((res as any).message) ? (res as
any).message.join(', ') : message);
}
} else if (exception instanceof Error) {
message = exception.message;
details = { stack: exception.stack }; // careful: don't send stack in prod

}

const body = {
statusCode: status,
timestamp: new Date().tolSOString(),
path: request.url,
traceld,

message,
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details,

/' log (stack or full exception for internal monitoring)
this.logger.error(HTTP ${status} ${request.method} ${request.url} - ${message}’, (exception

as any)?.stack, { traceld, details });

// optionally send to Sentry / APM here

/I Sentry.captureException(exception);

response.status(status).json(body);

}
3.3 adnziian Filter (global)
/I src/main.ts (A78814)
async function bootstrap() {
const app = await NestFactory.create(AppModule);
const logger = app.get(LoggerService);
app.useGlobalFilters(new AllExceptionsFilter(logger));
await app.listen(3000);
}
WALLAE): useGlobalFilters §89n13 instance — faenlw filter 163U DI lapass Ihasha
provider ‘ﬁl wrapper %w3l38n app.get(...) Lﬁaﬁd dependency el
3.4 IULRN1ZBWAVAY Exception
fNe89IN13IL UnauthorizedException LUULRNWL:
@Catch(UnauthorizedException)
export class UnauthorizedFilter implements ExceptionFilter {
catch(exception: UnauthorizedException, host: ArgumentsHost) {
// build custom 401 response
}
}
nI09UNANLTRAGI8 @Catch(A, B, C)

3.5 N1359@N15 Validation errors
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e ValidationPipe (784 Nest) azlou BadRequestException laed response Iwazidea
validation error
o lu filter IR@323 77 exception.getResponse() i message 1)) array %30 object el

normalize 1% frontend 31478

4 — Custom Exceptions (pattern & (i‘ﬁasi’ld)

AMEINIIN extend HitpException Wasi9 domain-specific exceptions — ¥ lAlAAE1WIE Ly
response shape mj’]LmJa

¢28¢19: MyUnauthorizedException

/I src/lcommon/exceptions/my-unauthorized.exception.ts

import { HitpException, HttpStatus } from '@nestjs/common’;

export class MyUnauthorizedException extends HttpException {
constructor(message = 'valiiﬁﬁﬂfif’lﬁd') {
super(

{
statusCode: HttpStatus.UNAUTHORIZED,
error: 'Unauthorized’,
message,

2

HttpStatus. UNAUTHORIZED,

);

}
‘lif‘lu Service:

if ('user) throw new MyUnauthorizedException('Token #iaang %%a"[&igﬂﬁao');

=

an:

e

e 37%2% code 11 controller/service 87114418

o Filter 311300779 type VdI exception LAITANTANE be

5 — Interplay: Middleware vs Guards vs Interceptors vs Filters (aiﬂt%oﬂf]ﬂa)
o Middleware: low-level, pre-routing, "lajmmzﬁ'umswu@ﬁa business logic 41N — LR
1 logging, correlation, request body parsing (adapter)

e Guards: |83 auth/roles — gﬂﬁ&lﬂ%ﬁ'\i middleware LL§iNia controller
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¢ Interceptors: &N response shaping, caching, timing, transforming payloads — 13an
flaw/%ad controller
o Filters: 39n157aAaNAA — Qm‘%‘smﬁa exception onluunielu Nest pipeline
Order (Eﬁb ¢): Middleware — Guards — Interceptors (before) — Pipes —>

Controller/Service — Interceptors (after) — Response — Filters (on exception)

6 — Edge cases & 78233239 (810 17))

1. Error thrown in platform-level middleware (app.use(...)) — Nest filter gnaluavle —
@83 next(err) Lﬁiadﬂﬁ' underlying express error handler w3a3an1snelu middleware

2. Fastify differences — laigunsald Express middleware Vlﬂmy’avl,ﬁ— A3 register fastify
plugins 3ot adapter-specific techniques (53’3’\1)

3. g9 stack trace Nay client Tw production — log 17 internal (Winston — file /
external service) uAaay client AaTanufilaanss

4. Long-running/blocking work — %ﬁ'mﬁimh middleware, YNt queue (Bull + Redis)
%30 background worker

5. AsyncLocalStorage: AN&1®IU correlation id/tracing Weia843239 library ﬁvlaia‘lﬁﬂﬁ
context 81271 store wele (thrift, native modules ‘]J’N@T’J)

6. Testing: NA&DYU middleware/filters ﬁgﬂu unit AT e2e (supertest) Lﬁaﬁuﬂ'm’] response

shape Qneay

7 — M18819N1INAFBY (Jest + supertest)

7.1 Unit test §1%150 LoggerMiddleware (Jest)

/I test/logger.middleware.spec.ts

import { LoggerMiddleware } from '../src/common/middleware/logger.middleware’;

import { LoggerService } from '../src/common/logger/logger.service';

describe('LoggerMiddleware’, () => {
let middleware: LoggerMiddleware;

let logger: LoggerService;

beforeEach(() => {
logger = { log: jest.fn(), error: jest.fn(), warn: jest.fn() } as unknown as LoggerService;

middleware = new LoggerMiddleware(logger);
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N

it('calls next and logs on finish', (done) => {
const req: any = { method: 'GET', originalUrl: '/test’, ip: '127.0.0.1" };
const res: any = {
statusCode: 200,
on: (ev: string, cb: Function) => { if (ev === 'finish') setimmediate(cb); },
I3

const next = jest.fn();

middleware.use(req, res, next);

setimmediate(() => {
expect(next).toHaveBeenCalled();
expect(logger.log).toHaveBeenCalled();
done();
b;
bk
b:;
7.2 E2E test (supertest) — 1923 response shape 28249 exception
/I test/app.e2e-spec.ts
import * as request from 'supertest’;
import { Test } from '@nestjs/testing’;
import { AppModule } from '../src/app.module’;
import { AllExceptionsFilter } from '../src/common/filters/all-exceptions.filter';

import { LoggerService } from '../src/common/logger/logger.service';

describe('App (e2e)', () => {
let app;
beforeAll(async () => {
const moduleRef = await Test.createTestingModule({ imports: [AppModule] }).compile();
app = moduleRef.createNestApplication();
const logger = moduleRef.get(LoggerService);

app.useGlobalFilters(new AllExceptionsFilter(logger));
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await app.init();

N

it('/private -> 401 structured error', async () => {
await request(app.getHttpServer())

.get(‘/private")

.expect(401)

.expect(res => {
expect(res.body).toHaveProperty('statusCode', 401);
expect(res.body).toHaveProperty(‘traceld');
expect(res.body).toHaveProperty('message');

b

b:;

afterAll(async () => app.close());
D

8 — Integration nu Monitoring / APM / Error tracking
e Sentry: T filter catch() 1w Sentry.captureException(exception) WIDW tags (env, traceld)
e APM (Datadog, Elastic): & timing + error metrics 310 interceptors/filters
e Structured logging: &4 logs LUy JSON (Winston) Lﬁalﬁ' log shipping — ELK/
Splunk / Datadog 418
snoeng (lu filter):
/I pseudo: inside AllExceptionsFilter.catch
Sentry.withScope(scope => {
scope.setTag('traceld’, traceld);
scope.setExtra('request’, {method: request.method, url: request.url});

Sentry.captureException(exception);

N

9 — Tips / Best Practices &4 ¢ (12917)116)
e Consistency: "M% standard error shape 1% frontend / mobile 1E9u laviua

e Correlationld: ﬁ’]lﬁ“qﬂ log & error i traceld \Wa trace across logs / services

Nest]S Web Programming: Intermediate wh 21



o v A v A
ﬁuwm%ammumiw

e Loglevels: info (normal), warn (suspicious), error (exception) — DENAY logs A8l
debug Tu production

e Avoid throwing in middleware: anddu 3anns next(err) nIoutaadu response

e Use ValidationPipe globally: app.useGlobalPipes(new ValidationPipe({ whitelist: true,
transform: true })) — validation errors naneidn BadRequestException — filter 92
normalize

e Tests: m’aﬁmgd unit (middlewareffilter) WL e2e (response shapes)

o Document error contract: 1an frontend/clients 11 response error 24 fields latis

(statusCode, message, traceld, details)

10 — Common patterns & extensions (ﬁi%ﬁ%%%d)

o Correlation + Logger + Trace exporter (x-correlation-id — AsynclLocalStorage — log
+ APM)

« Custom HttpException base class: t1#84n13 payload w1z e
BaseHttpException a7 extend — filter @379 type nazuladianie

o Error Codes: &9 code %38 errorkey Tu response L‘ﬁial‘ﬁ' frontend mapping Taanule
318 (118n)

o Centralized error mapping: map DB constraint errors — ConflictException (409) Tu

filter/service layer

11 — Quick checklist na deploy
o [ 14 global ValidationPipe
o [ 14 structured logger (Console+File) Wae log rotation
o [ laig9 stack trace b production responses
o« [I4§ global exception filter (standard response)
o L Inject traceld luﬂﬂ request (CorrelationMiddleware)
o LI L%a&lﬁ"i_l error tracking (Sentry) L8z metrics (Prometheus/Datadog)

e [ 1llun e2e test LNa®323 error contract

= - [] Q/ .
N13L28 Middleware d@11%3U Request Logging
14 NestJs — asauAuNs uwIAn, A10UN137I9m, JUuuuNTLlian (Class-based /
Function-based), N13adnetilu (Scoped / Global), aat1slanuuiaaing, Best

Practices, la2 78A2332 291 B9NATHA
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] 1. un2AA2d9 Middleware 11 NestJS (mmxé”m Request Logging)
Middleware ﬁaﬁaﬁfuﬁgm’%‘m flaw 7 request ﬁ]zl,‘ﬂ"lﬁj NestJS Request Lifecycle (4o% Guards
— Interceptors — Pipes —> Controller — Service)
— FIRVTUNENILING logging LTH
e UuUNN HTTP method, URL, status code, response time
. Lﬁuﬁagaﬁ’mﬁl observability / monitoring
« & Request ID / Correlation ID
. maaaau%gmﬁfaoﬁu (Pre-processing)
ﬁ’]ﬁ'umqnﬂini U request %ﬁdﬂ%&lu NestJS (HTTP):

Incoming Request

l

Middleware (13% LoggerMiddleware)

l

Guards

l

Interceptors (Before)

l

Pipes

l

Controller

l

Service

l

Interceptors (After)

l

Response Sent
o & . o { o & v o ey & o
] 69%i1 Logger Middleware ®131301@L3817 request 1TN3nua laagnauaingn uazed lddwny

logic A1 ol Controller

[] 2. sdupun1silian Middleware
NestJS 58950 2 suluyy:
1. Class-based Middleware

o Lflu,g'ﬂ LUU OOP
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o Implement NestMiddleware interface
o mmufia middleware 6843 dependency injection (L% LoggerService,
ConfigService)

o ainziduueinu MiddlewareConsumer 14 AppModule %38 Module 5% 9
2. Function-based Middleware

o TawUUL Express-style (req, res, next)

o 13un app.use() T main.ts — nanedu global middleware

o a9y dependency injection lasasa

o ] ni " v .&
o WANNENU logging 418 9 Nlddadne Nest DI

] 3. @289 Class-based Logger Middleware (w%’ami"la%mﬂmsﬁ“ﬂ@iamsﬁm)
[ Taseasolola

src/

common/

L

middleware/

L logger.middleware.ts

app.module.ts

main.ts

[

app.controller.ts

[] logger.middleware.ts

/I src/lcommon/middleware/logger.middleware.ts

import { Injectable, NestMiddleware, Logger } from '@nestjs/common’;

import { Request, Response, NextFunction } from 'express';

@Injectable()
export class LoggerMiddleware implements NestMiddleware {

private readonly logger = new Logger(HTTP'); // 8314 Logger tag %a "HTTP"

use(req: Request, res: Response, next: NextFunction): void {
const { method, originalUrl } = req;

const start = Date.now(); // IULIAIAILGLINTL request

I \i8 response FINAULRILAD -> trigger 'finish' event

res.on(finish’, () => {
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const statusCode = res.statusCode;

const responseTime = Date.now() - start;

/1 3UuuY log \T%: GET /api/users 200 - 42ms
this.logger.log('${method} ${originalUrl} ${statusCode} - ${responseTime}ms");

s

next(): // ssda e naandalulss lifecycle

}
}
] 9ademy:
e res.on(finish’, ...) ﬁaq@ﬁ response Lﬁ%ﬁmmgiﬂi —> ®1417310 log response time o
AN
v A [ Aa . [
o 13 Logger U8y NestJS twWa log — 2l log N4 timestamp + context w3aulu console

o next() amun tlian — request azdala luda

] 4. nnsasnziiian Middleware (Module-scoped / Global)

| Module-scoped (L“ﬁ%‘l“fi’ﬁ'unﬂ route 289 AppModule)

/I src/app.module.ts

import { Module, NestModule, MiddlewareConsumer, RequestMethod } from '@nestjs/common’;
import { LoggerMiddleware } from './common/middleware/logger.middleware';

import { AppController } from './app.controller’;

@Module({
controllers: [AppController],
D
export class AppModule implements NestModule {
configure(consumer: MiddlewareConsumer) {
consumer
.apply(LoggerMiddleware) // & middleware ﬁﬁaamﬂf
forRoutes({ path: ™', method: RequestMethod.ALL }); // 1°ﬁﬂ°'1_l°qﬂ route )N method

}

}
L] forRoutes(...) ®111IMAUALRANE controller, path, %38 method & L7%:
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consumer
.apply(LoggerMiddleware)
forRoutes({ path: 'users', method: RequestMethod.GET });

] 5. s dan Logger LUy Global (Function-based)

Tupn9n3dl 131819d8IMT logger uuLY ¢ §1WILNN request laladasld DI — 1F
app.use() T main.ts 'lo

| main.ts

import { NestFactory } from '@nestjs/core’;

import { AppModule } from './app.module’;

import { Request, Response, NextFunction } from 'express';

function globalLogger(req: Request, res: Response, next: NextFunction) {
const start = Date.now();
res.on("finish’, () => {
console.log( ${req.method} ${req.originalUrl} ${res.statusCode} - ${Date.now() - start}ms");
Bk

next();

async function bootstrap() {
const app = await NestFactory.create(AppModule);
app.use(globalLogger); // Global middleware
await app.listen(3000);

}
bootstrap();

[] Yadatna
Qddq’ [ . Afl/ L
e ADWLWUNZNU logging LUBIA
o 39893U dependency injection (liaun3als LoggerService la lunariouil)

o LWNNZAU Express Adapter — g Fastify RIS IRIL Fastify plugin &N

L] 6. nan1Inaaay (Sample Output)
8895% server uau3an APl la o Low
curl http://localhost:3000/
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| waawslu console (Class-based Logger):

[Nest] 17200 - 10/12/2025, 7:42:15 AM  [HTTP] GET / 200 - 3ms

] waawslu console (Function-based Logger):

GET / 200 - 2ms

| 7. Best Practices &§1%15U Request Logging Middleware

wualpiana

=
INYaciaan

| Log %84 response

WWalit e status code waz response time ﬁ‘g}ﬂﬁad (lf

res.on('finish’, ...))

"] 1% Nest Logger

azle log format N timestamp/context LLaZRINUIN redirect 1

external logger MRS LG

| 99931 async

middleware 25t block, 813974 async L Twdsuas DB — 1F

non-blocking method

BETEY requestid /

correlationld

WWalBauled log wane § ITUU L APl Gateway —>

Microservice

] Log tawzdssudwlu

Production

8¢ log sensitive data LT password, tokens, headers NIBUa

] wan middleware 15w IWa

LLeIn

WWal#inuda maintenance Waz testing

Al 8. 79AITILINTINARA

3
UszLan

=)
Yacayn

L] 8uSun next() ¥4 request vliigﬂ’d{l@ia‘lﬂ controller — server A4

] Tow error @34 9 o Exception Filters 283 NestJS a2 Tsja1 error Nlouwaanain middleware

middleware LWi’]?:&Tuagljuaﬂ Nest lifecycle

[] Blocking code

\T% sync file I/O 138 loop %%n 9 L1 middleware — §INANTENUNY

nn request LWINE middleware agj@”u pipeline

L] Randayasium L% Authorization header %38 password — L§e9fanNNLUaaANE

[] 9. 2ibg9 (Advanced Techniques)
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1. Structured Logging
1 JSON format %38 structured format Lﬁialﬁ/ Log Aggregation Tools (ELK, Datadog,
etc.) parse badne
this.logger.log(JSON.stringify({
method,
url: originalUrl,
statusCode,
responseTime: “${responseTime}ms’,

)R
Async Logging / Queue

©® N o g k& w0 N

windaadon log asgnudananiaszuuABuaN (14 Kafka) — atvhass 9 u
middleware — A33M% async worker %30 queue v 'lal block request

9. Multi-context Logging

Wn requestld Ay AsynclLocalStorage — i log Tu service mmmfﬂ%ﬂu request
L@eINh

v
L a@gdan 9
q
. o [ . A A A & @ A o "
e L[] Middleware 817U logging ﬂaq@ﬂmm:ﬂq@lumimwaHa request N “LUINT” LR

“aan

o [ &l 25%nan: Class-based (Nest DI l¢) waz Function-based (global express style)

L] ans log LK response \&39 LWBIL status La response time
o A o A .
o [ s:2950sayai sensitive

1 @514 LoggerService 284 Nest —> @ timestamp, context, level, integration-friendly

dmat1d lUsunsa NestdS d1%5U “n1312iun Middleware 81151 Request Logging”
« [I5 ﬁaashaﬁ%g'm (Basic) — wiun1aitnlaguuuy Middleware ¥4 class-based /
function-based / MIMINLLTUUULLAN 9
o [ 56n0g9umitlszand (Applied) — 11 middieware 115U use case 933 15 log
aa"LW&T, la request ID, Lf‘iiauvl"um‘i log, log kUY JSON, wgn environment
ueazaaegazdl:
o [ lassasldsiand
o ['Waldauuuidn
o [ éasunulda (Razain)

o [ @208719Wan133%39 (LTHaN curl)
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(] SECTION 1: enad19fug1w 5 Tdsunsa

| @2@8199 1 — LoggerMiddleware (Class-based)
] ﬁ'ug’mﬁq@: §319 middleware UL class, log method, URL, status, response time
[ Tassasrsldstond

basic-logger-1/

src/

common/

(I

L logger.middleware.ts

middleware/

app.module.ts

app.controller.ts

app.service.ts

I

main.ts

package.json
[] logger.middleware.ts
import { Injectable, NestMiddleware, Logger } from '@nestjs/common’;

import { Request, Response, NextFunction } from 'express';

@Injectable()
export class LoggerMiddleware implements NestMiddleware {

private logger = new Logger('HTTP");

use(req: Request, res: Response, next: NextFunction) {
const { method, originalUrl } = req;

const start = Date.now();

res.on('finish’, () => {
const time = Date.now() - start;

this.logger.log(*${method} ${originalUrl} ${res.statusCode} - ${time}ms’);
b;

next();
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}
}
_| app.module.ts
import { Module, NestModule, MiddlewareConsumer, RequestMethod } from '@nestjs/common’;
import { LoggerMiddleware } from './common/middleware/logger.middleware’;
import { AppController } from './app.controller’;

import { AppService } from './app.service';

@Module({
controllers: [AppController],
providers: [AppService],
1
export class AppModule implements NestModule {
configure(consumer: MiddlewareConsumer) {
consumer
.apply(LoggerMiddleware)
forRoutes({ path: ™', method: RequestMethod.ALL });

}

| app.controller.ts

import { Controller, Get } from '@nestjs/common’;

@Controller()
export class AppController {
@Get()
getHello() {
return 'Hello Middleware!";
}
}

| main.ts
import { NestFactory } from '@nestjs/core’;

import { AppModule } from '.Japp.module’;

async function bootstrap() {
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const app = await NestFactory.create(AppModule);
await app.listen(3000);

}
bootstrap();

L wan13sn

$ curl http://localhost:3000/
Hello Middleware!
Console:

[Nest] 16732 - 10/12/2025, 8:01:21 AM [HTTP] GET / 200 - 3ms

| @ @897 2 — Functional Middleware (Global)

1 1 app.use() — Wau logger ISTMNRELE
L] main.ts

import { NestFactory } from '@nestjs/core’;
import { AppModule } from './app.module’;

import { Request, Response, NextFunction } from 'express';

function simpleLogger(req: Request, res: Response, next: NextFunction) {
const start = Date.now();
res.on("finish’, () => {
console.log(${req.method} ${req.originalUrl} ${res.statusCode} - ${Date.now() - start}ms");
b:;

next();

async function bootstrap() {
const app = await NestFactory.create(AppModule);
app.use(simpleLogger);
await app.listen(3000);

}

bootstrap();

[ Wwany

GET /200 - 2ms
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| app.module.ts
consumer
.apply(LoggerMiddleware)
.forRoutes({ path: 'hello’, method: RequestMethod.GET });
| app.controller.ts
@Controller()
export class AppController {
@Get('hello")

hello() { return 'hello’; }

@Get('no-log")
nolLog() { return 'no log here'; }

}

L nasay
curl http://localhost:3000/hello
#-> 4 log

curl http://localhost:3000/no-log
# -> 13if log

| @2819N 4 — Middleware §1%51 Logging Header LN

L] logger.middleware.ts

this.logger.log(

4 o v A
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“${method} ${originalUrl} ${res.statusCode} - ${time}ms - UA:${req.headers['user-agent]}",

);
— Log LN user-agent:

[HTTP] GET / 200 - 2ms - UA:curl/8.5.0

| @aae1en 5 — Logging l&#1& Environment = development

" | logger.middleware.ts
if (process.env.NODE_ENV === 'development’) {

res.on("finish’, () => {
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this.logger.log('${method} ${originalUrl} ${res.statusCode});
i
!

— s production 2z'l4 log
[ SECTION 2: @3ad19unatlszana (Applied) 5 lsunsa

] ﬁ"aashaﬁ 6 — Logger Middleware + anadlna

[] logger.middleware.ts

import { Injectable, NestMiddleware } from '@nestjs/common’;
import { Request, Response, NextFunction } from 'express';
import * as fs from 'fs';

import * as path from 'path’;

@Injectable()
export class FileLoggerMiddleware implements NestMiddleware {

private logPath = path.join(__dirname, '../../../logs/access.log");

use(req: Request, res: Response, next: NextFunction) {
const start = Date.now();
res.on("finish’, () => {
const log = "${new Date().tolSOString()} ${req.method} ${req.originalUrl} ${res.statusCode}
- ${Date.now() - start}ms\n’;

fs.appendFileSync(this.logPath, log);

1 #39lWawaas logs/ fiawsih — Log aztiufinlulng

| @regnen 7 — Logger Middleware + Request ID (Correlation ID)
" | logger.middleware.ts

import { v4 as uuid } from 'uuid’;
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use(req: Request, res: Response, next: NextFunction) {
const requestld = uuid();

(req as any).requestld = requestld;

res.on('finish’, () => {
console.log('[${requestld}] ${req.method} ${req.originalUrl} ${res.statusCode});
b;

next();
}
L] app.controller.ts
@Get()
getHello(@Req() req: Request) {
return "Request ID: ${(req as any).requestld}’;

}
| Output:

[4b2f-xxxx] GET / 200

|1 éhagdsi 8 — Logger Middleware + JSON Structured Logging
[] logger.middleware.ts
res.on("finish’, () => {
const log = {
timestamp: new Date().tolSOString(),
method: req.method,
path: req.originalUrl,
status: res.statusCode,
responseTime: Date.now() - start,
I3
console.log(JSON.stringify(log));
b:;
| Output:
{"timestamp":"2025-10-
12T08:04:54.071Z","method":"GET","path":"/","status":200,"responseTime":3}

lANNZNUSILTN Elasticsearch / Loki / Datadog
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l ﬁ’aasi'l\‘l‘ﬁ 9 — Logger Middleware + L?‘;a%vlilﬂ'l‘s log L &N error
] logger.middleware.ts
res.on("finish’, () => {
if (res.statusCode >= 400) {
console.error(' [ ${req.method} ${req.originalUrl} ${res.statusCode});

}
N;

—> Log LaW1zlIal error 4xx / 5xx — TILAA noise

[] ﬁ"aaai’la‘?; 10 — Logger Middleware + Async Logging N1 Queue
LUIAQ:
 Middleware laiilig log @59 9 (Lﬁiavl,&i block)
o &97ayaldN queue (154 BullMQ %38 RabbitMQ)
o Worker 2250 1Uid8% log MEnas
[] logger.middleware.ts
import { Injectable, NestMiddleware } from '@nestjs/common’;
import { Request, Response, NextFunction } from 'express';

import { LogQueueService } from '../queue/log-queue.service';

@Injectable()
export class QueueLoggerMiddleware implements NestMiddleware {

constructor(private readonly logQueue: LogQueueService) {}

use(req: Request, res: Response, next: NextFunction) {
const start = Date.now();
res.on('finish’, () => {
this.logQueue.add({
method: req.method,
path: req.originalUrl,
status: res.statusCode,
time: Date.now() - start,
b;
b:;
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next();

}

1 11 LogQueueService 11 Bull queue —> Worker 2z188%ad DB 1138 IWSA8AR4

] CEHEREY

szian A8819 ad1AwY

ﬁ'ug’m 1 ||Class-based logger 1a39manvad Nest Middleware

ﬁ'ugm 2 ||[Function global Express-style, 418

WW31% 3 Scoped middleware|finnuaianiz path

ﬁ'ugm 4 ||Logging headers Lﬁwiaga User-Agent

ﬁ'ugm 5 ||Conditional env AIUAA log A4 environment

ﬂizgﬂ@i( 6 ||Log to file LaUaY access.log
llizsc{ﬂ@i{ 7 |[Request ID LWa correlation 1D
Uszynd 8 ||JSON log §%IU ELK
ﬂi:gﬂ@? 9 |[Error-only log 89 noise

ﬂi:qﬂﬁ 10||Queue logging Async, scalable

11717913 Global Middleware

Wala “n131%91% Global Middleware” 1w NestJS lusndanfldussluszuuas iwse

Global Middleware 9:9ni3un fiawilenn Route / Controller ARNY 9 MU “GNUUIN" 71 Request

'Y & A > 2 ' X I
UL LT ULUNIRA FIRNIZALNITLTIN I w6 a b Th LT

" | Logging YIsEUY

[ @37988L Token / Header tHaddu

[] 6361 CORS / Header ﬁﬁ‘ﬁ%ﬁ“qﬂ Request
L] @313980U Request nawulan Business Logic

% hnuusednedn 9 Albesnidsulunn Controller

] Tas9s319229 Middleware 11 NestJS (Global Middleware)

NestJS 3893UN17138% Global Middleware 1 2 35%an:

1.

| wuy Functional Middleware (Wi T15354a")
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2. [l uuy Class-based Middleware (implements NestMiddleware)
wazn3vinlwids “Global” ¥inlaaTw
e app.use() — 14 main.ts

o w32 adnzidoulu AppModule W14 configure() D84 NestModule

L] iann1snnenw

Client Request

l

(Global Middleware) — Logging / Auth / Transform

l

Route-specific Middleware (optional)

l

Guards — Interceptors — Pipes

l

Controller — Service — Response

1 gmagrlanimean

@ ' g [ dl” 6 o L @

duantt wuazlid 5 Tsunsaiingw + 5 ldsunsauwadlszand §wsu 0151497 Global
Middleware”

(> ' I [ [ [% o A @
(mnerethadulda @alna + lassasslusand + dafune + namssu)

U
1 A Tadsunsaiingw (5 a28819)
[ Tassaswlisond (mnaradsldiviianin

global-middleware-demo/

src/

app.controller.ts

app.module.ts

app.service.ts

main.ts

L

L logger.middleware.ts

middlewares/

package.json

tsconfig.json
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[

nest-cli.json

(] ¢hagneii 1: Global Logging Middleware (Functional)
| src/middlewares/logger.middleware.ts

import { Request, Response, NextFunction } from 'express';

export function logger(req: Request, res: Response, next: NextFunction) {
console.log('[${new Date().tolSOString()}] ${req.method} ${req.url}");
next(); / g9 middleware 0@ lUn3a controller

}

| src/main.ts

import { NestFactory } from '@nestjs/core’;

import { AppModule } from './app.module’;

import { logger } from './middlewares/logger.middleware’;

async function bootstrap() {
const app = await NestFactory.create(AppModule);
/1 91 middleware w”'q“n%s:uu
app.use(logger);
await app.listen(3000);
}
bootstrap();
|| srclapp.controller.ts

import { Controller, Get } from '@nestjs/common’;

@~Controller()
export class AppController {
@Get()
getHello() {
return 'Hello from NestJS!";
}

}
L] @nasuny:

« logger() 90AIRUNAAUYNN route
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« app.use(logger) — ¥l logger It global
L] wan139w:
[2025-10-12T10:00:00.123Z] GET /
Hello from NestJS!

[] ﬁ"aasi'l\‘l‘ﬁ 2: Class-based Middleware LUy Global
L] src/middlewares/logger.middleware.ts
import { Injectable, NestMiddleware } from '@nestjs/common’;

import { Request, Response, NextFunction } from 'express';

@Injectable()
export class LoggerMiddleware implements NestMiddleware {
use(req: Request, res: Response, next: NextFunction) {
console.log('[LoggerMiddleware] ${req.method} ${req.url}");

next();

}
}

| src/app.module.ts

import { MiddlewareConsumer, Module, NestModule } from '@nestjs/common’;
import { AppController } from './app.controller’;

import { AppService } from './app.service';

import { LoggerMiddleware } from './middlewares/logger.middleware’;

@Module({
controllers: [AppController],
providers: [AppService],
D
export class AppModule implements NestModule {
configure(consumer: MiddlewareConsumer) {
/1 18NN route —> global
consumer.apply(LoggerMiddleware).forRoutes("™");
}

}
[ @1aduns:
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o 4 class + implements NestMiddleware

o forRoutes(™') — a38U1N route = global middleware

| @@819n 3: Global Middleware + Logging Response Time
_| src/middlewares/timing.middleware.ts

import { Request, Response, NextFunction } from 'express';

export function timing(req: Request, res: Response, next: NextFunction) {
const start = Date.now();
res.on("finish’, () => {
const duration = Date.now() - start;
console.log(" | ${req.method} ${req.url} took ${duration}ms");
b:;
next();
}
| src/main.ts
import { NestFactory } from '@nestjs/core’;
import { AppModule } from './app.module’;

import { timing } from './middlewares/timing.middleware’;

async function bootstrap() {
const app = await NestFactory.create(AppModule);
app.use(timing);
await app.listen(3000);
}
bootstrap();
] @nadune:
o res.on(finish') fNIUBHRAIFI response

o 1@ performance WBINN request

'] @@819n 4: Global Middleware + Custom Header
|| src/middlewares/header.middleware.ts

import { Request, Response, NextFunction } from 'express';
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export function customHeader(req: Request, res: Response, next: NextFunction) {
res.setHeader('X-App-Version', '1.0.0");
next();

}

| src/main.ts

import { NestFactory } from '@nestjs/core’;

import { AppModule } from '.Japp.module’;

import { customHeader } from './middlewares/header.middleware’;

async function bootstrap() {
const app = await NestFactory.create(AppModule);
app.use(customHeader);
await app.listen(3000);

}
bootstrap();

] uaans:

Walsen / — response 928 header:

X-App-Version: 1.0.0

| @2@819% 5: Global Middleware + Block HTTP Method
[ | src/middlewares/block.middleware.ts

import { Request, Response, NextFunction } from 'express'’;

export function blockPutMethod(req: Request, res: Response, next: NextFunction) {
if (req.method === "PUT") {
return res.status(403).json({ message: 'PUT method is not allowed' });

}

next();
}
| src/main.ts
import { NestFactory } from '@nestjs/core’;
import { AppModule } from './app.module’;

import { blockPutMethod } from './middlewares/block.middleware’;
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async function bootstrap() {
const app = await NestFactory.create(AppModule);
app.use(blockPutMethod);
await app.listen(3000);

}
bootstrap();

s

L] uaans:

& PUT — 403 Forbidden

[ B. lsunsauuanszand (5 o)

] 1. Logging + Auth Check Global Middleware

— Log "N request + @333 header x-api-key ATINI0 bl

"] 2. Global Middleware §1%3U CORS + Security Header

—> 361 CORS uaz CSP/Helmet fWILNN route

| 3. Global Middleware l,%amia External Logger (L’li% Winston)
— &4 log nn request 14 Elastic / Datadog

_| 4. Global Middleware wilad Request Body flawL2 Controller
— %% sanitize input, trim string

"] 5. Global Middleware ®@329&a1 Maintenance Mode

— ﬁﬂﬂizuuayﬂui‘ﬁuﬂ Maintenance — Block nn request BNLI% /status

[ dhagrelsunsamngrusawan 5 Tlsunss
[ aradwlisunsuuwadszandsiwin 5 lusunsa
frIVAITe
] “n131%97% Global Middleware” 114 NestJS
NNAIBENILH

o [ Tassasrsldsiang

o [lamanlng

o [ @adurslaniiazdin

o [ wanssuaiagng

A @ & A a
LN alﬁﬂmL%uﬂWWﬂiﬂ LUUUBNTN D

3 'y 1 [ % 1
[ Tassaswlusondiugw (gsanunnaiatie)
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global-middleware-demo/

src/

app.controller.ts

app.module.ts

app.service.ts

main.ts

— middlewares/

logger.middleware.ts

— timing.middleware.ts

header.middleware.ts

block.middleware.ts
L class-logger.middleware.ts

— package.json

tsconfig.json

(I

nest-cli.json
o 1 d"
1 A. @rageldsunsaiingn 5 ldsunss

| @ @819 1: Functional Global Logging Middleware
| src/middlewares/logger.middleware.ts

import { Request, Response, NextFunction } from 'express'’;

export function logger(req: Request, res: Response, next: NextFunction) {
console.log('[${new Date().tolSOString()}] ${req.method} ${req.url}");
next(); / g9 middleware %38 controller o 1/

}

| src/main.ts

import { NestFactory } from '@nestjs/core’;

import { AppModule } from './app.module’;

import { logger } from './middlewares/logger.middleware’;

async function bootstrap() {

const app = await NestFactory.create(AppModule);
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