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1. INARANIIIANTT Session Fixation Lag Session Hijacking
« Session Fixation Aanslaudnuaninasasen Session ID 819950 uswaanlsiglfld
Session ID 1 3nsisuaninasazls Session ID @Rwd AL
o wwINWilaenn
o &4 Session ny (Regenerate Session ID) %é’amn;ﬁ’lﬁanﬁuﬁ%% LT
request.getSession().invalidate() L& request.getSession(true)
o @lgwhqmauﬂ“@ HttpOnly ﬁ'uqﬂﬁv Session tatTasnunsuluarin JavaScript
o 4 Secure Cookie ({aW1z HTTPS Wit
o M%uAAT SameSite Cookie (Lax ®38 Strict) Lﬁiaﬂaaﬁumiddqﬂﬁmﬂi@Luuﬁu
« Session Hijacking Aan132lug Session 1D LﬁaLiﬂ%\ﬁmzummu;ﬂ%
o tasnualy HTTPS
o @3¢ Timeout Session T¥imanza

o @37388U IP Address %38 User-Agent lu Session

v
2. N17A9A1 Session Timeout LLAZNT1IIANTT Session “anag

. . A a . [ 1A o
o Session Timeout ABY:8ZL181N Session ﬁ]mmmqmvmmmﬂmm

v
o

e ATAIAUH web.xml:
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<session-config>

<session-timeout>30</session-timeout> <!-- wihalduuwf -->
</session-config>

o winlulda JSP/Serviet:
request.getSession().setMaxlnactivelnterval(1800); // 1800 W0 = 30 wN

« 1iia Session wuaany 1 Redirect 1w Login n3auduidiawugld

3. n131/a9n% Cross-Site Scripting (XSS) A3 Escape Output
e XSS Lﬁ@mﬂmiﬁiaylaﬁ;ﬂ%ﬂaugﬂmewaimvlajgﬂmaa MRz TaunInaasUd
suaeit iy le
o 2510a9nn
o Escape Output NaULEFAILUANN JSP 184 b JSTL <c:out>:
<%@ taglib uri="http://java.sun.com/jsp/jstl/core" prefix="c" %>
<c:out value="${userlnput}" />
o nioldWariTn Java Audassnaseiuas 1iu <, >, & 1w Entity
o manapInslE <%= userinput %> lagasslaslainsas

4. n151la9nh Cross-Site Request Forgery (CSRF) A28 Token
o CSRF fanslandlagldansueslirhunasunlilduougne
o uWINWTBIN
o &34 CSRF Token (random string) Lﬁaiﬂam\laﬁl waztnul Session
o &9 Token iilw hidden form field W3p header nﬂﬂ%ﬁddﬂﬂ%’l&l
o 1ila Server SUfVa A319§ALIN Token Ngsanassnuiivlu Session nia'la
o @aethalaalu JSP:
<%
String csrfToken = (String) session.getAttribute("csrfToken");
if(csrfToken == null) {
csrfToken = java.util. UUID.randomUUID().toString();
session.setAttribute("csrfToken", csrfToken);
}
%>
<form method="post" action="process.jsp">
<input type="hidden" name="csrfToken" value="<%= csrfToken %>" />

<l-- Wasudug -->
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</form>

o lu process.jsp l#@31978L Token:

String sessionToken = (String) session.getAttribute("csrfToken");

String requestToken = request.getParameter("csrfToken");

if(sessionToken == null || !sessionToken.equals(requestToken)) {

Il wa@3 error nIaUiasd1ve

5. n1351% HTTPS iU JSP uazn136d@1 Server
o HTTPS dodasnunsanaudoyaszninemd uazilasni Session Hijacking
o dumauldomn HTTPS
o walususad SSL Certificate 310 CA 1% Let's Encrypt m%a%amné’[ﬁu%ms
o a@lﬁg\ﬁ SSL Certificate U% Web Server #38 Application Server (13% Tomcat,
Apache HTTP Server)
o A Server WLIAL Redirect 91n HTTP 1w HTTPS
o §hag9mInsa HTTPS lu Tomeat:
<Connector port="8443" protocol="org.apache.coyote.http11.Http11NioProtocol"
maxThreads="150" SSLEnabled="true">
<SSl HostConfig>
<Certificate certificateKeystoreFile="conf/keystore.jks"
type="RSA" />
</SSLHostConfig>
</Connector>
o lu JSP/Serviet A5ATIARALIN Request 41370 HTTPS Lﬁl'a Redirect ﬁ%ﬂLLﬁ(ﬂd'ﬁlaga

KV VB ¢,
N133ANTT Session WAz Security AWg9 (1BIAN)

1. INARANIIIANTS Session Fixation Waz Session Hijacking
Session Fixation

o wanmsland: flandiaSon Session ID Tisanth (3w dsfariliindafid Session ID

v
o

) uazilladunibafiandu Session ID Razgninluldeie vildilandaansnidnia

Session WadLnia be
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o uwdIN9tfaanule JSP/Serviet:
o A g a ° 3 o a . 1o g
o ﬁﬂdﬁ]’]ﬂﬂ?ﬂ‘ﬁﬂ@ﬂﬂuﬁ’]lﬁﬁ] AIN1N13LUasn Session ID ‘l‘nu‘nwn
ad
o DTN
HttpSession oldSession = request.getSession(false);
if (oldSession != null) {
oldSession.invalidate(); // Na1g session LA
}
HttpSession newSession = request.getSession(true); // 8319 session bnd
/I vFaan attribute Tnailu session luaiddndn
« Moy Session ID il Session uaninaiianliaunsalgldanda’ly
. mi(ﬁ'\‘]m@]‘ﬂﬁ session T4 HttpOnly uaz Secure tWatlasnuwnTulue session HIUNS
aa?ﬂ@‘fua:ﬁnmmam: HTTPS
Session Hijacking
o m3uluy Session ID lasuaninasW1uiBeng ¢ 1w Packet Sniffing, Cross-Site Scripting
(XSS), %38 Session Fixation
o uwINSilaIni:
v di s s U A ]
o 1"11 HTTPS @]ﬂﬂ@]L’JﬂﬂI%ﬂ’]iﬁﬂﬁ’]i (ﬂﬂdﬂuﬂ’]igﬂ@m‘ﬂE]Hﬂl%miﬂ‘lﬂﬂl)
o MWWA HitpOnly Waz Secure flags Iﬁ'ﬁUQﬂﬁ session
o 1%ua Session Timeout NLRNNZFN
o @373®aU IP Address %38 User-Agent 184 client “Qﬂﬂ%ﬂu Session (R14130

Wisuiisudayaitiuiiiulu Session) minfadn@lieniin Session

2. N399A1 Session Timeout LAZN59ANNS Session EGLRE
« Session Timeout #8178171 Session aznuaa1gnainn lidnildau
e MIRsen Timeout:
o ‘v web.xml
o <session-config>
o <session-timeout>15</session-timeout> <!-- 15 W17 -->
o </session-config>
o Iwldn Serviet u3a JSP
o HttpSession session = request.getSession();
o session.setMaxInactivelnterval(15 * 60); // AN
. ﬂﬂﬁﬁ]vﬂﬂﬁil,fia Session ‘ﬁ&](ﬂiﬂq:

£

. 1 a 1 A [l v dIQ/ s
o @773RaU Session 1N \‘illa%ﬁiaiwlunﬂ'ﬂuq‘ﬂ@ladﬂ']iﬂ')']lll]ﬂa(ﬂ.ﬂU
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o WIN Session ﬂmmﬂqﬁa"l,ajﬁ Session 1% Redirect i Login
o @adlaalia Session:
o HttpSession session = request.getSession(false);

o if (session == null || session.getAttribute("user") == null) {

o response.sendRedirect("login.jsp");
o return;
o }

3. n151a9n% Cross-Site Scripting (XSS) 2815 Escape Output
o XsS famuninlda JavaScript wialdaauanoasluniivsiwtoyadaudhangls
o 5ilasnunan: Vl,u'LLa@ﬁagaﬁ{ummﬂ;ﬁﬁ@wm uddasudasenusznanlitaaant
(escape)
o luJsP finTesdetaoigu JSTL <cout>
o  <%@ taglib prefix="c" uri="http://java.sun.com/jsp/jstl/core" %>
e <c:out value="${param.input}" />
o thla JSTL daadouWeritu escape anuUTLI LB

e public static String escapeHtmI(String input) {

if (input == null) return "*;

return input.replace("&", "&amp;")

. .replace("<", "&lt;")

. .replace(">", "&gt;")

. .replace("\"", "&quot;")
. .replace("", "&#x27;");
.}

& o " . A o .
»haNAINWAITN sanitize input 7119 Server waz Client

4. n5ila9ni Cross-Site Request Forgery (CSRF) A28 Token
e CSRF ﬁamwaaﬂslﬁ;j’l,%ﬁﬁaﬂﬁu‘lmwu gasvafilafldailalgagimiad (ww s
TowSw, WABUIWHERIW)
e UWINN9JasnA28 CSRF Token:
o @319 Token unuguuazifivlilu Session fausaanaty
o &4 Token ﬁw%auiagaﬂﬁwlu hidden field
o 1ilesudua POST avamaudn Token Agsunasanufiiulu Session

e AIBHNIMIRIILAZATIVROU Token:

JSP Web Programming: Advance wih 6
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o

o

§519 Token 1w JSP:
<%
String csrfToken = (String) session.getAttribute("csrfToken");
if (csrfToken == null) {
csrfToken = java.util.UUID.randomUUID().toString();
session.setAttribute("csrfToken", csrfToken);
}
%>
<form method="post" action="process.jsp">
<input type="hidden" name="csrfToken" value="<%= csrfToken %>" />
<l Wosuiug >
</form>
A529d0U Token 1% Servlet/JSP:

String sessionToken = (String) session.getAttribute("csrfToken");

String requestToken = request.getParameter("csrfToken");

if (sessionToken == null || !sessionToken.equals(requestToken)) {
response.sendError(HttpServietResponse.SC_FORBIDDEN, "Invalid CSRF
token");

return;

}

o lu3ruuaSe A1I8319 Token ladinadannldias (One-time token)

5. 1312 HTTPS Nu JSP wazn13nda Server

o HTTPs ilussindudmivanudasanuuastaya uazifoanu Session Hijacking oz

Man-in-the-Middle

e N1909A1 HTTPS U Server (1% Tomcat):

o

§19WSava SSL Certificate 910 CA Miiinfiolel (Let's Encrypt w3, %%as‘ﬁ?ammj
Twusns)

1 Certificate 1&lu Keystore (ks file)

urtlalWs server.xmi 1w Tomeat 1Ay Connector §1%30 HTTPS 11w:
<Connector port="8443" protocol="org.apache.coyote.http11.Http11NioProtocol"

maxThreads="150" SSLEnabled="true" scheme="https" secure="true"

JSP Web Programming: Advance wih 7
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o

keystoreFile="conf/keystore.jks"
keystorePass="your_keystore password"

clientAuth="false" sslProtocol="TLS" />

« 119A1 Redirect HTTP 1w HTTPS

o

o

o

Us Tomcat 819¥16N% Filter w38 |4 Apache HTTP Server/NGINX @411
Redirect
@208 Filter lu JSP/Serviet:
if ('request.isSecure()) {

String redirectURL = "https://" + request.getServerName() +
request.getRequestURI();

if (request.getQueryString() != null) {

redirectURL += "?" + request.getQueryString();
}
response.sendRedirect(redirectURL);

return;

}

e 63A1 Cookie Secure Uag HttpOnly

@)

@)

o

o

@)

| Tomcat, Gi‘iﬂ"ﬂu context.xml %%al"ﬂﬁ'@ Java:

Cookie sessionCookie = new Cookie("JSESSIONID", session.getld());
sessionCookie.setSecure(true);

sessionCookie.setHttpOnly(true);

response.addCookie(sessionCookie);

e HTTPS sism8l% Browser mmmlﬁqmamﬂ'ﬁ SameSite Strict/Lax 1891 CSRF @

&
UL
a3iBedn
o Y a a KR
ekin) INARALLAZLWINIILTIAN
Session 1WRaw Session ID Badfaandu, 5 HttpOnly, Secure cookie, #3338l IP/User-
Fixation Agent
Session . _
I5; HTTPS, Timeout session, @313RaUNHANTIN Session
Hijacking
Session & “ v &, e o
@IGL’JQWI% web.xml ‘ﬁiaiﬂ(ﬂ, AIIFDY Session Vlﬂmaﬂaummm secured
Timeout
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Watla INARALAEUHINBIAN
Escape Output 628 JSTL <c:out>, sanitize input/output, ﬁﬁmﬁlm echo @33LLLY
XSS raw
8319UAZATIIREU CSRF Token luwasuuaz Server, 17 Token wuuguuaz
CSRF Lﬂﬁyunﬂﬂ%ﬁw
6961 SSL Cert I Server, Redirect HTTP->HTTPS, @13 Secure & HitpOnly
HTTRS cookie, U3aUlF9% HTTPS aaaa

INABANIITIANIS Session Fixation Lag Session Hijacking

1. Session Fixation
. . . A aa & o o A @ . a €y A o @
Session Fixation fia n13lan@nuaninasazyinlvinials Session ID manmmgmam%u@%
s nasnnwiedandudngszuy LENLNAINRINIIDLT Session ID bl DITEULLN
A o

wdale
aa a ; : i ]
5lond (Session Fixation) 1111918 9

o UINNBTHIAINNA Session ID (W38 Cookie) NTNAUALT LT

http://example.com/app;jsessionid=12345
. mﬁaﬂﬁﬂﬁaﬁﬁuamﬁqnw
o J2UUHIAILT Session ID LGN (12345)
o . X o = A

e LUENLNATIT Session ID HANAITZULUNWLALD

uwINilasn
1 [ [ a o ®
o &30 Session 113 (Regenerate Session ID) iada1naananad1lil
o 1@ session NN LRI session MAUNTWA
o tasnulul# Session ID ﬁu,aﬂma*f;?gnl%mwé’aﬁaﬂﬁu

e @natslda JSP/Serviet:
Il HauANRAUWANTROND
HttpSession oldSession = request.getSession(false);
if (oldSession != null) {

oldSession.invalidate(); // I session Lau

/I §319 session lAavadRandn

HttpSession newSession = request.getSession(true);
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newSession.setAttribute("user”, loggedinUser);
) 6'13:‘1@i’1 Cookie T%& HttpOnly LLae Secure flag
o HttpOnly tTasnulail# JavaScript 14169 Session Cookie
o Secure Yl Cookie gnadkIL HTTPS YT
. Q%Gfd@i’]ﬂﬂﬁ» Session 1% Secure + HttpOnly:
Cookie sessionCookie = new Cookie("JSESSIONID", newSession.getld());
sessionCookie.setHttpOnly(true);
sessionCookie.setSecure(true);
response.addCookie(sessionCookie);
e 379U IP %30 User-Agent (Optional)
o AU IP W&z User-Agent @auad 1y Session

a = v A a al v a .
o Ll]ﬁEJiJL‘YIEI‘lJ‘YJﬂ request ﬂ?&lﬂ’)?&lw@]ﬂﬂ@]l%ﬂﬂmﬂ Session

2. Session Hijacking
Session Hijacking Aan131luy Session ID va4Kllasuaninas Lﬁmmfizummu@ﬁm
laldsuauana
Salondninusagy
« @nsu Session ID lwmsFesnsuuy HTTP (Lihsva)
« alus Session ID :nTaIlnd XSS
o 1 Session Fixation
uINiloun
« 1% HTTPS aaaan1sdad1s
o ffasnunIanauTaYAIN network
o (;lz:‘ic-’h Cookie Secure LLaz HttpOnly (mﬁau{l’a Session Fixation)
o tasnuldld cookie Qm’jﬁuiml JavaScript #3898 1% HTTP
o Gﬁﬁh Session Timeout T#l%aNzaN
o FanmmilEnu Session minlildnuwminldlvnuaany
¢ AFBUNYANIINAALNG Ltk Session
o ©37988U IP Address %38 User-Agent 11@39nufia319 Session 3ol
o WINliasdlA invalidate session
o Lﬁ&dﬂ’h‘@lﬂ’«mau Two-Factor Authentication (2FA)

A & o A .
o ANTUANNURaaNLWaNLKRILBIN Session ID
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Mat19lannsaaay IP Address 11 Session
HttpSession session = request.getSession(false);
if (session != null) {
String sessionlP = (String) session.getAttribute("client|P");
String currentlP = request.getRemoteAddr();
if (sessionlP == null) {
session.setAttribute("clientIP", currentIP);
} else if (IsessionlIP.equals(currentIP)) {
session.invalidate(); / #NLAN session #IN IP Wasn
response.sendRedirect("login.jsp");

return;

]
=

arduwIinendrany

ahA IYazdya
Regenerate Session 1D #3719 Session Tninaiaanan 1NaanANLEe Session Fixation
#3@n HitpOnly Cookie aani JavaScript 111819 Session Cookie
f1a¢n Secure Cookie §9 Cookie LaW1ZA1% HTTPS

1% HTTPS anaaniILTanda ﬂaaﬁ'umm”ﬂm”uiaga Session

[
o

§4 Session Timeout FNALIRINITITIN Session

a77980L IP/User-Agent  [W3nuifinudoya client iufiiulu Session

Y ) & it H 3 ¢ A o
suasidudiodng 3 Tdsunsafingin s 3 Tusunsaunwidszand Auaainissants
Session Fixation tLaz Session Hijacking @78 JSP + Serviet W%MI@]‘N&‘%’N, fasuelda

LASNANTI

v
faad19ng 1w 3 Tdsunsa

1146n1511@9N% Session Fixation Laza319day Session Hijacking (IP Check)

¥ e
lassasnslusnding i

SessionSecurityBasic/
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src/

serviet/

LoginServlet.java

HomeServlet.java

L LogoutServlet.java

WebContent/

login.jsp

home.jsp

L

web.xml

1. LoginServlet.java

package servlet;

import javax.servlet.*;
import javax.servlet.http.*;

import java.io.lOException;

public class LoginServlet extends HttpServlet {
protected void doPost(HttpServietRequest request, HttpServietResponse response) throws
ServletException, |IOException {
String username = request.getParameter("username");

String password = request.getParameter("password");

1 augagﬁu@mﬁ]aau user/pass \SITNQH |
if ("user".equals(username) && "pass".equals(password)) {
/I f1a9nu Session Fixation: aU session LANLA&3191AA
HttpSession oldSession = request.getSession(false);
if (oldSession != null) {
oldSession.invalidate();
}
HttpSession newSession = request.getSession(true);

newSession.setAttribute("username”, username);

JSP Web Programming: Advance wih 12



4 v A v A
ﬁuwm%aiﬂmumiau

/I \iiU IP Address §1%ILATI98OL Session Hijacking
String clientlP = request.getRemoteAddr();

newSession.setAttribute("clientIP", clientIP);

/I 994781 session timeout 15 WA

newSession.setMaxInactivelnterval(15 * 60);

response.sendRedirect("home");
} else {
request.setAttribute("errorMessage”, "Invalid username or password");

request.getRequestDispatcher("login.jsp").forward(request, response);

2. HomeServlet.java

package servlet;

import javax.servlet.”;
import javax.servlet.http.*;

import java.io.lOException;

public class HomeServlet extends HttpServiet {

protected void doGet(HttpServietRequest request, HitpServietResponse response) throws
ServletException, IOException {

HttpSession session = request.getSession(false);
if (session == null || session.getAttribute("username") == null) {

response.sendRedirect("login.jsp");

return;

/I @373)aU IP Address Lﬁaﬂadﬁu Session Hijacking
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String sessionlP = (String) session.getAttribute("clientIP");
String currentlP = request.getRemoteAddr();
if ('currentlP.equals(sessionlP)) {
session.invalidate();
response.sendRedirect("login.jsp");

return;

request.getRequestDispatcher("home.jsp").forward(request, response);

3. LogoutServlet.java

package servlet;

import javax.servlet.*;
import javax.servlet.http.*;

import java.io.lOException;

public class LogoutServlet extends HttpServiet {
protected void doGet(HttpServietRequest request, HttpServletResponse response) throws
ServletException, IOException {
HttpSession session = request.getSession(false);
if (session != null) {
session.invalidate();

}

response.sendRedirect("login.jsp");

4. login.jsp
<%@ page language="java" contentType="text/html; charset=UTF-8" %>
<html>

<head><title>Login</title></head>
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<body>

<h2>Login</h2>

<form method="post" action="login">
Username: <input type="text" name="username" required /><br/>
Password: <input type="password" name="password" required /><br/>
<input type="submit" value="Login" />

</form>

<c:if test="${not empty errorMessage}">
<p style="color:red;">${errorMessage}</p>

</c:if>

</body>

</html>

5. home.jsp

<%@ page language="java" contentType="text/html; charset=UTF-8" session="true" %>
<html>

<head><title>Home</title></head>

<body>

<h2>Welcome, <%= session.getAttribute("username") %>I</h2>

<a href="logout">Logout</a>

</body>

</html>

6. web.xml
<web-app xmins="http://xmins.jcp.org/xml/ns/javaee" version="3.1">
<servlet>
<servlet-name>LoginServlet</servlet-name>
<servlet-class>servlet.LoginServlet</servlet-class>
</servlet>
<servlet-mapping>
<servlet-name>LoginServlet</servlet-name>
<url-pattern>/login</url-pattern>

</servlet-mapping>
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<servlet>
<servlet-name>HomeServlet</servlet-name>
<servlet-class>servlet. HomeServlet</servlet-class>

</serviet>

<servlet-mapping>
<servlet-name>HomeServlet</servlet-name>
<url-pattern>/home</url-pattern>

</servlet-mapping>

<servlet>
<servlet-name>LogoutServlet</servlet-name>
<servlet-class>servlet.LogoutServlet</servlet-class>

</servlet>

<servlet-mapping>
<servlet-name>LogoutServlet</servlet-name>
<url-pattern>/logout</url-pattern>

</servlet-mapping>

</web-app>

o a v
AU Eltﬂﬂ

e LoginServiet: mnaau'ﬁaﬂaﬂi‘*ﬁ, 189Nt Session Fixation @287 invalidate session

LA WRZRINY session MAWTaNLAL IP

e HomeServiet: 91573881 session dwgna%’wua: username ayflu session w38 b,

@32980U IP Address LWa1ladnu Session Hijacking

e LogoutServlet: ¥ina18 session waznauluwin login

o login.jsp: Wi login U username/password
e home.jsp: LLaﬂa“lTaﬂmmTauﬁ'uQ‘l%

e web.xml: ANAUA servlet Lz mapping

HAN133h
1. Q‘L"ﬁl.“ﬁ'”mﬁﬁ login.jsp
2. ﬂ‘iaﬂ"ﬁagagﬂﬁao (user/pass = user/pass)
3. JTUURIY session naiuasiiy IP

4. \Igwin home jsp UaaITaANUTEUIL
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5. t IP Wasu (Fraeaddsn IP) 52Uz logout 80 lula
6. #l¥a1u1In logout ldeantu logout

¥ [ I'4
maaﬂﬁafﬂstl,nsul,l,u'aﬂs:qnm 3 ldsunsa

L§INN151/29nA28 HitpOnly, Secure Cookie, WazmsI98d0Y User-Agent

lassaswldstenaunwinlszana

SessionSecurityAdvanced/

src/

servlet/

AdvancedLoginServlet.java

AdvancedHomeServlet.java

L AdvancedLogoutServlet.java

WebContent/

login.jsp

home.jsp

(I

web.xml

1. AdvancedLoginServlet.java

package servlet;

import javax.servlet.”;
import javax.servlet.http.*;

import java.io.lOException;

public class AdvancedLoginServlet extends HttpServiet {
protected void doPost(HttpServietRequest request, HttpServietResponse response) throws
ServletException, IOException {
String username = request.getParameter("username");

String password = request.getParameter("password");

if ("user".equals(username) && "pass".equals(password)) {
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HttpSession oldSession = request.getSession(false);

if (oldSession != null) oldSession.invalidate();

HttpSession newSession = request.getSession(true);
newSession.setAttribute("username”, username);

newSession.setMaxInactivelnterval(15 * 60);

/1 DU IP Laz User-Agent f1MILATIIFAL session hijacking
newSession.setAttribute("clientlP", request.getRemoteAddr());

newSession.setAttribute("userAgent”, request.getHeader("User-Agent"));

1 @%ﬂ@h JSESSIONID cookie HttpOnly LR Secure

Cookie[] cookies = request.getCookies();

if (cookies != null) {

for (Cookie cookie : cookies) {
if ("JSESSIONID".equals(cookie.getName())) {

cookie.setHttpOnly(true);
cookie.setSecure(request.isSecure()); // @iﬁ Secure LaW1E HTTPS
response.addCookie(cookie);

break;

response.sendRedirect("home");
} else {
request.setAttribute("errorMessage”, "Invalid username or password");

request.getRequestDispatcher("login.jsp").forward(request, response);

2. AdvancedHomeServlet.java

package servlet;
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import javax.servlet.*;
import javax.servlet.http.*;

import java.io.lOException;

public class AdvancedHomeServlet extends HttpServlet {
protected void doGet(HttpServietRequest request, HttpServietResponse response) throws
ServletException, IOException {

HttpSession session = request.getSession(false);

if (session == null || session.getAttribute("username”) == null) {
response.sendRedirect("login.jsp");

return;

String sessionlP = (String) session.getAttribute("clientIP");
String sessionUA = (String) session.getAttribute("userAgent");
String currentlP = request.getRemoteAddr();

String currentUA = request.getHeader("User-Agent");

if (lcurrentlP.equals(sessionlP) || 'currentUA.equals(sessionUA)) {
session.invalidate();

response.sendRedirect("login.jsp");

return;

request.getRequestDispatcher("home.jsp").forward(request, response);

3. AdvancedLogoutServlet.java

package servlet;

import javax.servlet.*;
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import javax.servlet.http.*;

import java.io.l[OException;

public class AdvancedLogoutServlet extends HitpServiet {

protected void doGet(HttpServietRequest request, HttpServletResponse response) throws

ServletException, IOException {

HttpSession session = request.getSession(false);
if (session != null) session.invalidate();

response.sendRedirect("login.jsp");

4. login.jsp L8 home.jsp

WdauAIag 1IN

5. web.xml

Wilauaat19Nug % uAlRauda serviet 1lu AdvancedLoginServiet, AdvancedHomeServlet,

AdvancedLogoutServlet L8z mapping url Ihtnunzan wn /advLogin, /advHome, /advLogout

o a U 6
maﬁmﬂ‘[ﬂmmaﬂizqnm

UM IATI980D User-Agent 321U IP tWalinaulaaasny

#3fin Cookie HttpOnly WLz Secure iwatlasiunyulue Session Cookie W XSS uazlw
§9ri HTTPS 1riiu

N1 Session Timeout LLTuLAy 15 w17

. a ' o 4
NITUINNIT login/logout Wllawlau memﬂaa@mqwu

[ 6
Naﬂ']ii%tl%')ﬂigﬁcl‘ﬂm

euufandwiIwUng

Session Qﬂa%"wlvla\inﬂﬂ%%ﬁhﬁaﬂﬁmﬁaﬂa@ﬁu Session Fixation

Cookie Session §i3f HttpOnly W&z Secure (81 M HTTPS)

#W1n IP 38 User-Agent wWapuudassznineldinu Session ILQNUNLENLAZ)N Redirect
NAUNH login

AlFau190 logout ldanund
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N1969A1 Session Timeout LAXN1IIANTT Session NuADL

1. ANNKN12UDI Session Timeout
. " A a . s 2 ¥ 1Al %
« Session Timeout Aa32812178717 Session 2283A9 TN IARRIIN LNHNITITIN
(request) ﬁnﬂéilﬂ?
A A . a . . o an
o LUBLINURNARY Session dzNanLan (invalidate) aaLuNa
) dl dl s ) v . 1 Y a 1 e
e TIWRAMNNULFLIIAIANNURDANY LTU NNTLTINU session @amﬂ;ﬂm@ﬂ@ﬂu"lmu
aunYA
2. 7569@1 Session Timeout
2.1 oAl IWa web.xml
<session-config>
<session-timeout>15</session-timeout> <!- aNIUUIN >
</session-config>
o adtdu 15 Wi nursawdn wnlaifl request 370 client Melu 15 w1 session a2

%Nﬂﬂﬂq

2.2 Gaan Timeout uuuli/sunss (Iu Serviet

HttpSession session = request.getSession();

session.setMaxInactivelnterval(15 * 60); // 15 wIf (3u’lﬁ)
) @lgd session timeout l&W12 session fu 9

o FNNNINAILARAIIINFII session a7

3. N13IAIIVIFDU Session iADE
! . Y . A,

e LUA Session BUABILYURT request.getSession(false) azawadn null

o lu JsP/Serviet A1 71a80Y session naulfudayn session
HttpSession session = request.getSession(false);
if (session == null || session.getAttribute("username") == null) {

/I session nu@aN: WIaLI 4 login

response.sendRedirect("login.jsp");

return;
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4. N133AN1T Session BAADYDLWINNZEN
. mmai”a;j’l,ﬁfia session naAaTY 17w Redirect lUnii login wiantannuuds
o man30le JavaScript @37950 session timeout lelTnM (H1% Ajax W38 timer) 1WA
AlEa 9w

o WANABINILE session MuABILIWIZAZLAA NullPointerException
L% [} v
5. A1ae19lana JSP + Serviet

web.xml
<session-config>
<session-timeout>10</session-timeout> <!-- ﬂu@a’lﬂqﬂﬁh 10 W >

</session-config>

LoginServiet.java
protected void doPost(HttpServiletRequest request, HttpServietResponse response) throws
ServletException, IOException {

String username = request.getParameter("username");

String password = request.getParameter("password");

if ("user".equals(username) && "pass".equals(password)) {
HttpSession session = request.getSession(true);
session.setAttribute("username”, username);
session.setMaxInactivelnterval(10 * 60); // 10 wWN
response.sendRedirect("home.jsp");

} else {
request.setAttribute("errorMessage”, "Invalid credentials");

request.getRequestDispatcher("login.jsp").forward(request, response);

HomeServlet.java
protected void doGet(HttpServietRequest request, HttpServietResponse response) throws
ServletException, IOException {

HttpSession session = request.getSession(false);
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if (session == null || session.getAttribute("username") == null) {
I Session nu@ayWIBL kel login
response.sendRedirect("login.jsp?timeout=true");

return;

request.getRequestDispatcher("home.jsp").forward(request, response);

login.jsp (Lgﬁazﬁau Timeout)
<% String timeout = request.getParameter("timeout"); %>
<% if ("true".equals(timeout)) { %>
<p style="color:red;">Your session has expired. Please login again.</p>
<% } %>
<form method="post" action="login">
<l Wasy login >

</form>

6. ILNAKALEIN
o Keep-Alive Ping: ki JavaScript &9 request fiue session nn 9 Swznmﬂﬁd Lﬁia
89Nt session %mmﬂqimvl,sjvlﬁ@fﬂa (FfadInT)
« Automatic Logout: ui3ifiaulinian session #uaa15239 134 uds popup 1 wifl
89NN
« Session Listener: |4 HttpSessionListener L‘ﬁiaaﬂm’m event MIFIILASYINANY session

Wi 13N log N3 logout aluidLila session wuaay

GREl

L]

& aa 3
nYadan DN19 ﬂsz‘[mm

Session Timeout |[@9¢i1 global session timeout Tuwls .
mﬂu@nm%mmq session I@EI?’J&J

(web.xml) web.xml

Session Timeout |[AIALANIZ session @28 &

mnm%mmqﬁu@ﬂ@mﬁ'ﬂﬁ
(Servlet) setMaxInactivelnterval()

@37388L session || getSession(false) tNaaT1370y  |[Ja9n4 NullPointerException WazNN3
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& aa -4
n1Iadan DN19 ﬂszfmm

AanlTan session agﬁ%avlai \ihfadaya session NuAR:

. A U d'
o 3 Redirect #3aULaa4TaANNLID . s
meaugﬂﬂi waﬂszaumiméjl"ﬁ a

session mmmq

doluftdadaatielusunsy JSP/Serviet 913w 6 Tlsunsar (3 g + 3 unwddszane) Nuged
M7 A9A1 Session Timeout LAXN1IIANTT Session NNABL WaulATIRTNULLULG Y

fnatun ElIﬁ@] WRZNANTITH:

[] wmﬂﬁugﬂu (Basic Examples)

v &

(1 Tassasnsldsiondnngiw (I5lans 3 aradne)

SessionTimeoutBasic/

src/

I

servlet/

LoginServlet.java

HomeServlet.java

L LogoutServlet.java

WebContent/

login.jsp

home.jsp

L

web.xml

] Tusunsaii 1: 6s@n Timeout T web.xm
| web.xml
<web-app xmins="http://xmins.jcp.org/xml/ns/javaee" version="3.1">
<session-config>
<session-timeout>2</session-timeout> <l-- 2 411 -->
</session-config>

</web-app>

JSP Web Programming: Advance wih 24




4 o v A
g{uwuq’?{ammumiau

| LoginServlet.java
protected void doPost(HttpServietRequest req, HttpServietResponse res) throws
ServletException, |IOException {
String user = req.getParameter("username");
String pass = req.getParameter("password");
if ("admin".equals(user) && "1234".equals(pass)) {
HttpSession session = req.getSession(true);
session.setAttribute("username”, user);
res.sendRedirect("home.jsp");
} else {
req.setAttribute("error", "Invalid credentials");

req.getRequestDispatcher("login.jsp").forward(req, res);

}
| home.jsp
<%@ page session="true" %>
<%
String user = (String) session.getAttribute("username");
if (user == null) {
response.sendRedirect("login.jsp?timeout=true");
}
%>
<h2>Welcome, <%= user %>!</h2>
<a href="logout">Logout</a>
login.jsp
<%
String timeout = request.getParameter("timeout");
if ("true".equals(timeout)) {
%>
<p style="color:red;">Session expired. Please login again.</p>
<% } %>
<form action="login" method="post">
Username: <input name="username" /><br>

Password: <input name="password" type="password" /><br>
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<input type="submit" value="Login" />
</form>
Ll wan155u:

« fanduwdnia — 1Ig home jsp

o lafl request melu 2 wi — navlunsin login Wiauwas "Session expired”

L T‘.iJ‘iLm‘iN‘ﬁ 2: (511:‘1@1"1 Timeout Al setMaxlInactivelnterval()
HttpSession session = request.getSession(true);
session.setAttribute("username”, user);
session.setMaxInactivelnterval(60); // 60 AN

] Taaawwdauwnuldsunsun 1

 Tusunsadi 3: @sd9d0y session WaABY + redirect AL ualo
[ Lﬁ:?ﬂ% home.jsp (m'maaﬂé"m JavaScript)
<script>
I Lﬁau;ﬁﬁf}alﬂﬁ%mnm
setTimeout(function () {
alert("Session is about to expire. Please save your work.");

}, 50 * 1000); // 50 Aw7

/I Redirect saluaifiila session WUz
setTimeout(function () {

window.location.href = "login.jsp?timeout=true";
}, 60 * 1000); // 60 3u7

</script>

6
L vanauwailszana (Advanced Examples)
C lassaswldstendunadszand

SessionTimeoutAdvanced/

src/

I

controller/

LoginController.java

HomeController.java
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