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In order to create a new virtual machine, press the Mew button in the main tool bar located g v L 3
at the top of the window. ” - ‘
i~ .
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Memory size

Hard drive

Select the amount of memory (RAM) in megabytes to be allocated to the If you wish you can add a virtual hard drive to the new machine. You can
virtual machine.

either create a new hard drive file or select one from the list or from another

location using the folder icon.
The recommended memory size is 512 MB.

- If you need a more complex storage set-up you can skip this step and make
1%} 512 MB the changes to the machine settings once the machine is created,
e o S o S S S S R T ——
4MB A 2048 MB The recommended size of the hard drive is 25.00 GB.

o AvuaAl () Do not add a virtusl hard drive

@ Create a virtual hard drive now

®A\ Use an existing virtual hard drive file

(5) fuuaAn | (Normal, 20.00 GB) @
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Hard drive file type

Storage on physical hard drive

Please choose the type of file that you would like o use for the new virtual hard drive. If

Please choose whether the new virtual hard drive file should grow as it is used (dynamically
you do not need to use it with other virtualization software you can leave this setting allocated) or if it should be created at its maximum size (fixed size).
unchanged.

A dynamically allocated hard drive file will only use space on your physical hard drive as
() VDI (VirtualBox Disk Image) it fils up {up to a maximum fixed size), although it wil not shrink again automatically when
() VMDK (Virtual Machine Disk) Space mits freed:
@ VHD (Virtusl Hard Disk) A fixced size hard drive file may take longer to create on some systems butis often faster
g 1o use.
AHDD {Parallels Hard Disk)

@ Dynamically allocated
enh d disk]
@ Fon Joneads Ao sie
iU Copy-On-Write)
@ i@an

[Hide Description| [ next | [ cancel

File location and size

Please type the name of the new virtual hard drive file into the box below or dick on the
folder icon to select a different folder to create the file in,

Y ) ) o Windaws 7| | &
7. @379 Virtual Hard Disk wain@niu Selctthe s f e vt v n mesobytes, T e te it the amount of

file data that a virtual machine will be able to store on the hard drive.
9

Thh a0 Bd Gou pat ho 25.00 GB

Jguamsa 1 msaadvs:uuluaimsta-anuduavlaaanabovdiu
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8. Tumausaldiflunissuinne Windows 7

File  Machine Vp
@ i D

New Settings Start Discard

Windows XP General Preview
@ Powered OfF 2 a8

Name: Windows 7 ==
Operating System:  Windows 7
System
Base Memory: 512 MB =
Boot Order:  Floppy, CD/DVD-ROM, Hard Disk Windows 7

Acceleration:  VT-x/AMD-Y, Nested Paging

E

' Display

Video Memory: 21MB
Remote Desktop Server:  Disabled

(3) Storage

Controller; IDE
IDE Secondary Master: [CD/DVD] Empty
Controller: SATA
SATA Port 0: Windows 7.vhd (Normal, 25.00 GB)

{$ Audio

Host Driver:  Windows DirectSound
Controller:  Intel HD Audio

&P Hetwork

' v
<

9. limAniden start-up disk lugelndnldRnmoudindnga warAdnidan Install
now

[ B3 Windams 7 [Running] - Oracle VM VirtualBax
Machine Voew Devces Help

[ & Tastall Wandows
|
@ Select start-up disl

Plesse select 2 virtual optical disk fil or = physical optical drive e
containing a disk to start your new virtual machine from. )

The disk should be suitable for starting a computer from and should . L
contain the operating system you wish to install on the virtual machine Wl ndOWS 7
if you want to do that now. The disk will be ejected from the virtual
drive automatically next time you switch the virtual machine off, but
you can also do this yourself if needed using the Devices menu.

X15-6580+4.is0 (2.33 GB)

BEFE 0| @Elreicn
—




10. fuuanwwardaulusig udindnd

F2 Windarws 7 [Running - Oracle VM VirtuslBox
Machine View Devces Help

Please read the license terms

MICROSOFT SOFTWARE LICENSE TERMS

WINDOWS 7 PROFESSIONAL

These license terms are an agreement between Microsaft Corporation {or based on
wihere you Ive, one of its affikates) and you. Please read them. They apply to the
software named above, which includes the media on which you received it, i any.
Frinted-paper license terms, which may come with the software, may replace or modfy
any on-soreen license terms, The terms also apoly bo any Microsoft

updates,
supplements,

nternet-based services, and

onky svailsble wi
up your files before y




31 Windarws 7 [Running] - Oracle VM VirtuslBox
Machine Voew Devces Help

Where do you want to install Windows?

Hame Total Size Frez Space | Type

e Dk ) Unalloceted Space 25068 250 GB

11. BanAuilunsine

sdndniy OED

iy Refresh

&* Load Drver

F5i Windaws 7 [Running] - Oracle VM VirtuslBox |
Machine View Dewces Help

ko @l Set Up Windows

£ 7 Windows 7 Professional

Chocze a user name for your account and name your computer to distinguish it on the network,

12.

Type a user rame (For sxample, John:
LabMNetwerd]

Tvpe 2 computer name

A
@)

Copyright © 2009 Microsoft Corporstion. &1l rights reserved,

LabMetworicPC

4 Windaws 7 [Running] - Oracle VM VirtualBax
Machine View Dences Help

13, AUUATAENIN WIB

lory o el Windows

Password waafiuw

Set a password for your account
a

sﬁ’] 5 il ﬂ%ﬂ%ﬁ\‘] LLé’rJ AN Cresting & password is 8 smast security precaution that helps protect your user sccount from

..... wanted ugers. Be sune 1o remember your passwerd er keap it in 3 sale place
U (§fen e -
praaz e A @)

Type s d hint:

Type a password {recormmended):

=

38 Hint fslsdne

TunsdliNswar1wu e

INFADNITININ)




E4! Windiws 7 [Running] - Oracle VM VirtuslBox |
Machine View Dewces Help

@ 56t Up Windows

Type your Windows product key
cur Windows product key on & label inchuded with the packsge that csme with

5. The label might alsc be on yewr computer case. Actiaticn pairs your
product key with yous computer.

14. ldProductKeyuans |

PRODUCT KEY: M0G0 X000 X000 0000 X000
( 14 Product Key

dashies will e saded

GRIIEY

Suternatically activate Windows when [m erline

[ Windaws 7 [Running] - Oracle VM ViruslBax
Machine View Dences Help

oy Set Up Windows

15. AdnLaan Use

Help protect your computer and improve Windows automatically

recommended
Use recommended settings
Install impertant and reccmmended updstes, help meks Intemet browsing safer, check

se tt | n g S (ﬁ 1N onling for schutions to problems, and help Microseft improve Windows.

Install important updates o

AlAsuATwuLInann oty el NI S ey

Ask me later

JEUU) Uiyt decide o chropunae mighk beoyinessble o e

ihen you use recommended settings of instel updates e informaticn iz sent to
Microsaft. The informstion is not used ta identify you or canta
later, saarch fer Turn eff racommanded satting in Help and Suppest. Fiead the pracy

T Windaws 7 [Running] - Oracle VM VirtualBox
Machine View Deaces Help

@ o3 St Up Windowes

our time and date settings

Time zone:

16. USuwmadunaziian VTG0 Eavgl, e It

aaun wiAdny

Next

[1zarapm}s




Machine View Dences  Help
[

17, USuusvAnsidanse
G d 56t Up Windows

wsaane IneAdniden

Select your computer's current location

H ome n etWO rk This compater i connected to a network. Windows will sutomatically spply the cormect netwark

settings based on the netwerk's lecation,

18. Windows 7 13w

NNU

MsUsSulMY Virtual Machine

navanfigaulafinds VirtualBox uaznaaasfinne Windows 7 a@3aluuioaudd sald

WunnsuSuwseld VirtualBox ansnsaldaudumasids (Internet) e sanlddenisvingrunlng

P

#inge) (Copy Files) uu Clipboard anip3asaaniinasndnls Inafdunaudsaluil

NOTE
HauagdaInitadaun1siiaunany -
Funasiinnaulane 1TU ATIAFBUANY B system
B AeLy N p y L . Display Advanced | Description
SEYEUNEUN LTI AEABILTRNAULAIBUILWAN @ storage Snapshot Folder: [ C:\Jsers\jab_Nebwork_Stud...VirtuslBox UM
Backbone) aayunulssiundeniAns 1l B Audio Shared clpboard: [Bidrectonal (1 ) fiviumen
WiedanmanuaUnsal Hub w3a Switch =H e oragints pestenel sy
L . 4 e & B Serial Ports Removable Media: [¥] Remember Runtime Changes
Winillu wSamsiagau IP Address Tngldands 5 us R
C:\ipconfig wia C:\ping www.google.com ISt s I i AL RO
Wusu
1. Tunsuwsn e udTuumsivnnimg S D eI
requires Guest Additions to be installed in the quest 0S.
General Tngidan Shared Clipboard
«llu Bidirectional svsu wdpdnia
o ]



2. winiAndaiawana wIs Invalid settings detected &sluguils AauinnsAIneila
VirtualBox-4.2.12-84980-Win.exe \isiAndsgusuas

o lvimdniuy Devices > Install Guest Additions...
o lndnda
o linfnia

Windows 7 [Running] - Or

Machiriess Views [DEEg Help
CD/DVD Devices
USB Devices
Shared Clipboard
Drag'n'Drop »
Network Adapters...

Shared Folders...

£

yele Bin

Enable Remote Display

Install Guest Additions...

Organize =

I Favorites
B Duskiop
# Downioads || Would you like to install this device software?

2 R P
A e Dl Marne: Oracle Corperstion System devices ARN
Publizher. Oracle Corparstion

4 Libraries
4| Documents
o Music [7] Always trust software from “Oracie Corpention”, | Install Don 't Install
il Pictures
B videos W Veu sheuld caly install driver scltwane from publishars you bt How can | decely
which device softwave o safe to installl
8 Comnputer T T Lo T P 1 AT Gl
Instaling guest driver ... e
i Network

3. MAimndumnaud 1

Tnaidnmss wianiu

Reboot dvuwny
Virtual Machine ogmz- B2
(Windows 7) Ins

Anmsanily

Welcome to the Oracle VM
VirtualBox Guest Additions 4.2.12
Setup Wizard

If Favorites
M Decktop
18 Downlcads

T Recent Places This wizard will guide you through the installation of Orade

VM VirtualBox Guest Additions 4.2, 12,

Itis recommended that you dlose al other applications

Lib i
W e befare startng Setup, This wil meke it possibe 1o updste o
[E Documents relevant system files without having to reboat your
Dk computer,
&) Pictures Click Next to continue.
B videos

& Computer

€ Network

/e AR Windows 7

] VBonWindowsaddfions-6 Datemodifed: 4/12/2013 454 P11 Date created: 4/12/2013 4:54 PM
/ 'M - _

dnuamsa 1



4. JaUSuwsesngazidemniasaiuuan 1%

e ot
naaavAnaan (Copy) uu Clipboard || Test123456

. A
NAESBIABNAAaSanlUNg (Paste) @

yu Virtual Machine wazluviussndu
AusagUAUE (WY nats +
LY + V)

B o o S e

Machene  View  Devices  Help

Uil - Bletepad
File Edt Fomma View Help
TestlZ3435

A
@2) 7NAADY Paste TaA1N )

1% ' . . s . o e
5. diuusy Virtual Machine

Y Y - ~ = General ‘Mm.k |
Tomnnsaldoueiatneda oyt
Disploy Adapter 1 [ Adapter2 | Adapters | Adepterd |

a d & % Yo v

Sumadiiinls Inadanudnly O s BB

Ao v ? & Aud;: Attached to: [NAT vj(
NannIn Network FITER ( 52@@“ )um; S

B Serial Ports dvanced
6. Iﬁ"u%"uﬂ'q Attached t01 Lcﬁu & use Adapter Type: | Intel PRO/1000 MT Desktop (82540EM) -
[@ Shared Folders Promiscuous Mode: |Deny 2
NAT (Network Address MAC Address: |080027ABBED2 =)
Cable connected
Translation) Lm”'mﬁﬂﬁzu

Select 2 settings category from the It on the Jeft-hand side and move the mause over 3 settings
item to get more ibformation.

ok [ cancel ][ Hep

6.1 Tinaaasldids C\ipconfig azuUsnguanisusuussadnandefususiuans

X CAWindows\system32\cmd.exe

indows IP Configuration L

Ethernet adapter Local Area Connection:

Connection—-specific DNS Suffix . : kku.net.

Link-local IPub Address . . . . . : feB8@::7134:53b2:e%eB@:114bx11

Subnet Mask - o 111011101} 305 365.355.0 : hnd

ubnet Mask . . . . . . . . . . .= ( AS AUNAA

Default Gateway . . . - - . . . . :1@8.8.2.2 @D HAANRNMINUNATEN
Iunnel adapter isatap.kku.net.:

Media State . . . . . . . . . . . i Media disconnected

Connection—specific DNS Suffix . : kku.net.

Tunnel adapter Local Area Connections 11:

Connection—specific DNE Suffix . :

IPvb Address. . . . . . . . . . . & 2001:8:9d38:6abd:34@1:eB4:Ff5FF:Fdf@
Link-local IPv6 Address . . . . . : fel8@::3401:e@4:f5FFf:Fdf @13
Default Gateway . . . . . . . . . -

C:~\Users\LahNetuwork>_




6.2 Mnagaudnltoudwnesisinegiu Web Browser siald (lunsdifiindasnaniinmas
wiauiiazdl IP Address = 10.0.2.15 @vazfinnsudas IP Address (fu IP Address

PDILATAIABNAUADSUAN 1w 10.199.10.16 Aaui@anmadunasiinlasaly)

Chakehail M=l [

w e & =

» [ Other bookmarks

°d

C A [} htps: //www.google.com
2% apps o Bookmarks b Chakchai So-InHomep.. [Jwm [ kKU (1 1CT mgdioes? (] home (] Submission (] Conference (] Should Submit

Chakchai  Gmail augu

@ aasldaumadiin

Godgle

Usane el

©

@ Journal of Sensars - International Journz!

& Chakchai So-In Hare

| Elsevier Editarial Sv-

roational Joaenalof Midial ]

eNOTE

dm¥unsldeu NAT agvinld Virtual Machine aansadngdumafidnled wiazliausauiu
wste Virtual Machine iiilu Server winldusnsuriedasiueg 16

sraviu Iu%‘umauﬁvﬁmuﬁﬂmmsaﬂ%‘umwmm Network l#fieniu Bridged Adapter 16 fanseilil
wdatneagynnihfiiafeuduidudniriosranfunasudndnuinias fouduiriasmanfiunadndn Ty
frmsusuussaeteduguiuuiAenduiuirdesmdn W IP Address lueSatnenadienriu Wusu
sragu (lunsdifindosranfinmovdnd IP Address = 10.199.10.16 Tneiflirsasiafioudin 10.199.10.17
wazanananld 1P Address fiadandadumnafidnle)

mindw.ﬂ— ings |

= General

| Network |

System
| Display Adspter 1 [ Adapter 2 | Adapier 3 | Adepterd |
@ Storage [¥] Enable Netwark Adapter
B e st in ]
B Network Mame: [Intel(R) 82566DM Gigabit Network Connection )
B Serial Ports ¥ Advanced
& use Adapter Type: [Intel PRO/1000 MT Desktop (82540EM) -]
Shared Folders Promiscuous Mode: [Deny =)
MAC Address: [080027ABBED2 | @
Cable connected
Controls how this virtual adapter is attached to the real netwark of the Host OS5,
[ ok J[ cond ][ Hel

Jguamsa 1 msaadvs:uuluaimsta-anuduavlaaanabovdiu




NOTE

lunsfidl da1ueaay o - — -
v B C\Windows\system32\cmd.exe

dgedegdn IP 10.0.2.15 indows I[P Configuration i
wiaunus 10.199.10.17

fusadanmadunasiin

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix

2:efeB:114bxil

TPud AAARBSS. - - = - - + + - W.199.18.17

v P v o v
Idodnsly ilpsanniiewld Dafanic Gotenay o [ 10111 IiRidetinaid

Tunnel adapter isatap.kku.net.:

LATUNLUBINRIANYNAY

Hedia State . . . . . . . . . . . = Media disconnected
Connection-specific DNS Suffix H

PDULAY way IP Ay
gn1sudas NAT 8nady
nilsfigunial Router

(Prue

Tfunnel adapter Local Area Connection 11:

Connection—specific DNS Suffix H
IPub6 Address. . . . . . . . . . : 2001:8:9d38:6ab8:18Ff7:121f:£538:f5ee
Link-local IPub Address . . . . eB@: :18f7:121F :F538:f5eexl3

Default Gateway . . . . . . . . . = %

G:\UserssLabNetwork>. il

YDINNIANYIY

a '\
ADNNILADT)

nowUaonnenlooAu Inels Windows Update

o Y]

dnsuludindl azifunsinusunsaesasiianiausnsnannsaniu Windows iiaLasuminy

Nurvianadauidasdundsannfinge Windows winmsldeiu Windows Update Tnafidunauss

faluil (Hewarfasnsiagaudamsaldansdaniu Internet 16 warfinmyasnzidauszuudfuRnag

= v o

v ! ' ) a £
Beufesuda wu 1d Product Key figndu@ing)

1. L%NﬂﬁﬂlﬁédﬁuﬂaﬂﬂueLLé’QLﬁaﬂ All 2. mdniian Windows Update

Programs ivatdunsuans Programs

AN ) NRNA

@ Microsoft Word 2010

Pn Microsoft PowerPoint 2010

ﬂ Notepad

il

}\ = Microsoft Excel 2010

J‘a— Adobe Reader X1
Calculator

‘ MATLAB R2012a

!?' Oracle VM VirtualBox

Sticky Motes

% Snipping Tool
»  All Programs (m

_G"_‘;hmduwh T ||Ss

Adobe Reader XI

£+ DataPreparator-1.7
e Default Programs
& Desktop Gadget Gallery
G Fiddler2
& Internet Explorer
@ Microsoft Security Essentials
@ Morilla Firsfox
a TeamViewer @
] Windows DVD Maker
= Windows Fax and Scan
£ Windows Media Center
. Windows Media Player
Gl ] Windows Update < Update m:
By winsce
‘ Wireshark 2 Preview
‘ Wireshark
<# XPS Viewer

. 3CDaemon

. Accessories

4 Back

PhaNi

Documents
Pictures

Music

Games

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

';" Shut down

Phali

Documents
Pictures

Music

Games

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

i




3. mdnidan Check for updates

o

4. denafynenuy lnedivinfinisnsanuns Update Tiadnda

Control Panel Home

Windows Update
Check for updates (
Change settings
View update history
Restore hidden updates

Updates: frequently asked
questions

|@ Install updates for your computer

1 important update is available

44 optional updates are available

1 important update selected, 515 KB

(ein (4) P ]

2
a o

AEIRn wasaniRaselusunsnseg ud Tneniludeiuazsiaianisn (Restart) w3as

panfiunaslnannase
NOTE

Hewmansadnis Windows Update 1¢dnnns
witslaarunie Control Panel #iail

1. limanta e ududan Control Panel

» Control Panel »

@ Micresoft Word 2010 3

i?l Micresaft PowerPoint 2010 Q) Phahi

;’ Notepad 3
/x_:] Microsoft Excel 2010 »

Documents
Pictures

Music
Adobe Reader XI r

Games
A MATLAB R2012a 3

Computer

Calculator
-~ @en }
!' Oracle VM Virtualfio v

J_— Sticky Notes 3

% Snipping Tool

trol Panel

Devices and Printers

» _ AllPrograms
(Drin )

Adjust your computer's settings

Review your computer's status
Back up your computer
Find and fix problems

 Network and Internet
View network status and tasks
Choose homegroup and sharing options

System and Security ( & User Accounts and Family Safety

!, Appearance and Personalization

View by: Category =

@) Add or remove user accounts
'@ Set up parental controls for any user

Change the theme
Change desktop background
Adjust screen resolution

Ufuamsa 1 msaades:uuUquamsuass

wiuavlasaneidaadu



NOTE

3. mdndan Windows Update uaadan Check for updates

Control Panel H . |
Sl rakain Action Center *

s System and Security Review your computer's status and resolve issues @ Change User Account Control settings i
Troubleshoot common computer preblems | Restore your computer to an earlier time

Metwork and Internet
Erties e aiclSond ‘ Windows Firewall
Check firewall status | Allow a program through Windows Firewall

Programs
User Accounts and Family m&' System 7
Serety View amount of RAM and processor speed | Sgackthe Wndows Experience Index

, 2 L
Appearance and @Al\ow remoteaccess | See the name of e LABN '@De\ﬂce Manager E
Personalization a; T — Update
Clack. Logarmge and Reglon Turm automatic updating on or off | Check for updates | View installed updates

Ease of Access ~

\@ Power Options
Require a password when the computer wakes | Change what the power buttons do
Change when the computer sleeps

4. Adntu
AEInR i g ufRnaen1 sy
wolt Tuuneaseszuuazaasnsligenu
= ) s ¥ a > updates
Reboot ipdasln eazannsnsine aiin (4 )PEmniupi

Tusunandug dolulsd

@ Install updates for your computer

1important update is available 1important update selected, 515 KB

44 optional updates are available

asuuniSau

TuunidouilfesuredensiinufiRnishing Virtual Machine wiawn3ssnaniunasiadion
a3 Inefumadenldlusunsu VirtualBox wananniliivlgnaaaunisiads Windows 7 iitawndan
anamdaalumsfaslusunsndug dmsunsdssgndnislfnunosiumesuazidonsaruiniads
TuuniSaudnald ﬁw%ﬂudau@mﬁﬁmﬁalﬁwmmﬂ%uLmeiﬁmﬁ?@ Windows Update Lﬁaaﬁuaﬂéu

ANNNUAYUaaAA el nRudnA8

IuulnARMEIUN

o WBTUNLTIANNLANANTENINILASIADNAIMDINAN LazASEIABNARLADS AU

o ligaunnansaine Virtual Machine Iunnlnd udrlinadauAnasszuudjumnig
Windows 8 uaz Windows 10

o lignwuieud IP Address wauatasAanfidmasudn anduiinsiadauds IP
Address anumiasnantumasiaiou nelunain Network: NAT uaz Bridge uay
AFUNLRIANNBANFS

ork Security Lab aguldoiuase

AlaSoualBau Ne



misysuucivssuuuys

WI3vIU uazANUdUAY
daaangwusiu
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.

a va

navanigaulafiunisinnszuudjuinis Windows udd e ludjurnish 2 4
Wunstinldeusruulaesin Fsdulyfinisdanista@dld (User Account) uazn1sinnig
AaNIu (Password) wanannuuludjufnisiidvasuianaifnludivrasnisusuuseniny
NupsUaaadeugiu wu Tusunsnilosiulada (Anti-Virus) wazwueu (Worm) aindumasiin
(Internet) 8nane

Iwafifaadag

1. Indmdsdaya wia Library wu WinPcap_4_1_3.exe

2. IdRnsenislanfsianiu 1y Icesetup_ve.0.17.exe

3. Indfmes Anti-Virus u avg_free_stb_all_2014_4745_cnet.exe

4. WdAnes Anti-Bot 1du spybot-2.4.exe

5. "Lwa’ﬁm[%ﬂLﬂ%mﬁaLﬂ‘%ummﬁumﬂaamﬁﬁﬁus] 1w MBSASetup-x64-EN.msi, msert.

exe war mseinstall.exe

6. PIRIABNAIMasIzULUGIRNT Windows 7 wianusnimas

URuemsA 2 msusuteius:uududRlEnu tasnnuiunalasofgRugIu



usLhMmslousiMmsIgo

nslanflugtuuueesniadnils (Access Attack) wu iumslduszlaaiainanudauus

wintasiniludiwvasnisfigadinu wiaRgausiate (Authentication) wu u3nisdnelaulnd

v

FTP (File Transfer Protocol) w3ausn1siiu (Web) iiial#lsiandedatindgld (User Account)

U

a £

uazsianu (Password) @esinaziflunisldnn@sdoys nisdndls swludedindsineg 1Wudu lne

o

wiaan Al

o Password Attack : M3lanfAlasnsefuTRaEY Wy nsTasfdienisesiarnuiiduly
lévisvnn wiafiiFundn ugn Weada (Brute Force), msldiinsdy (Trojan Horse)
lupsdndusiasnu, mIdasuudasled (1P Spoofing) wiaudusnsldirdasfiasngu
wAnnuwAiatny (Packet Sniffing) wensiadaundasnduswaniulunsdiiuinig
fae lifinsdnawa (Encryption) udu fesmatnadu nsldia3esfio LOphtCrack
(www I0phtcrack.com) waz John the Ripper (www.openwall.com/john) Tunns
s naafi Ol

e Trust Exploitation : jUuuurasnslanflagldannundatia, analinga viaanudunug
g Aundhgawialdlaundenisdnts wu anslanfir3aadsuinasanalupindie

i llasannnguuandsnnestuiianulilaniadaladeiuuasiu (dusiy

e Port Redirection : M3lanflaefifinislfintasnanfiunes wiasruuiidinisgnlanfuds Tuns
dedadoyarugunsnidasiuniodne wu Insiead (Firewall) (Rznaidnassluufofinng
dald) Adnseunnldszuuiiiiulivindy wanainiinislanfsduuuiidnazidunis

' '8

wWazuudaanadn (Port) Wnssiunasnfilioadousnlideinulsd

e Man-in-the-Middle Attack : nMslanfsyuuviifianuszavAndniiaiiunisaluedays vis
A § ' . ~ v £ = o v
ANunenennfazeluansGanse (Connection) tialdddndlunsdnfensnensls vie

wiumANwensnNazlanfnuy DoS (Denial-of-Service) feaznanisdnasenieluias

e Buffer Overflow : (dusUnuurasnislanAnfinisldauninens wianiisanudfiiu

ANnAlasnua

NSSUISMSWEvVUNIVSL

lunsfigaifiviinuriasiaie (Authentication Method) dufisuuuuivainvaty aeels
Amalneniluuds dnasidudnwazaasnisduduiivunsfounadne fidnsnssylifeinuiuiase
Foflflduiespufeafianassy niafloy wiefionsovey wiafendldasnstiunn (Hudu

JWanu (Password) v3anauaidnsia (Key)



nadlvassiaduiu ﬁﬂ%gﬂ’lﬁﬁlﬁaLﬂumiﬁué’uﬁﬂ@%ﬁu%ﬁlﬂmﬂuLﬁm (lunseilalauda
wiauanAudy) Geminswadurunn 64 dn Auansiiasfisiafidululade 264 Ad AldlunsnTa
aou aghslsAmalunsdvssiaduiidnisldnulaeinldu dnazfiynussasdiialiaunsadnls
dedmiuny e Lmﬂmﬂmu‘lmgﬁyuagﬂugﬂLLUU%@@iﬁaLLaaﬁ (ASCII) i faua 1 ludf (Byte)

v
<

wan 8 On (Bit) serfu Sefanudiululdhennn 28 - 256 59%s (u a1n 00000000 & 11111111)

' '
a o o o A

nfifdadunaiididyfe luanuduaiuds nsfasinlddldeuandrswaduilud

2
ava o <

Annnnngla g winldfmuduiuslag e Adnaziduldlalle wiavildlaluneufiid fedu
{lnulnevludsinazssraldaansadléineg wu e, waana, Yufa viawesnsdw Husu 8
Ainazvinlirnuaniulunnsenswaiunetu e nssesiaszrine “kf&ywlal[[NetSec_02_0"
WawSsuifisuiu “Chakchal” (Hugu

Wasannlaedluudy Tunsldeuszuudnasdsznauludedldmnuiiannuianmdilanig

U

o 1%

AuUANNNUAIUARANEILANANAWAIY 19U HALATTUURNRITAvTHENIANNdUdaugs uriduinis

syauldanufanaarmesianaiansaansn lade

sty Tunislasfidusruududiwlnguddfasidunislanfdudldeu sanlufefinisdum
Ja9308 W03 viandauvavszuuiialfunsndudtluluszuu dewnazlanfduszuulnense wis

v

wluslanAiudauaszuuseld Wasanndwlnniuds ssuuinazlinnudaladuyrainsneluaedng

o @

Tnsanzuinsszaugaudfny

MsvAMSUNYBWIBUU Windows

luduusnilazidunsdnnstaddldvas Windows luduilazidunsiinujuAnisiiandsyd

o = ( o o = o =
F9nu, whsuutasdnslunslden, uilvsdaiiw sanlufenisavdldeueanainszuy Tned

ee eaZj
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ynausssa Ul
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1. Wdluf Control Panel > User Accounts and Family Safety manidan Add or

remove user accounts

8 » Control Panel »

v | #3 Wl |search Control Panel

Adjust your computer's settings Viewby: Category ~

User Accounts and Family Safety
@y Add or remove user accounts

8 Set up pofltal controls for any user

Find and fix problems |
= Appearona ization
= }an
Network and Internet % Change the
View network status and tasks Change desktop background

Cheose homegroup and sharing options Adjust screen resclution

Hardware and Sound
by View devices and printers
Add a device

Clock, Language, and Region
Change keyboards or other input metheds
Change display language

iy  System and Security
Review your computer's status
Back up your computer
Il
=)
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2. AAntaan Manage
another account faz

Unngsumuans

3. Adnidan Create a new
account

4. d8eldeu Tngaunsn
ARNYNLRENTENIN9END
fldeunily (Standard

v

user) wiafangifisuwing
auaszuu (Administrator)
gelunsdifldsruia
test_user uazfiandiiu
Lﬁmé‘lfﬁﬁﬂﬂ

5. AN azisng
anndngldaunulnidegy

i Sataty +

o Pnet b Make changes to your user account

g8 jouscredeny Change your passwond JE—

Creste & password reset disk dmi
4 Remove your pessword BCTHRL fest
Link anline 1Ds | Adminstrator
Change your picture. Password protected

l“’."‘ﬁ mw"!"'mm ® Change your account name

& Change your accourt type

Configure advanced user

prafile propries

mu“."g’""“’ B ' Manage another account (
¥ Change User Account Cantrol sed

See sisn
¥ Parental Controks

_%« User Accounts and Farnily Safety » User Accounts » Manage Accounts vL,I Search Contre Panel|

‘Choose the account you would like to change

[ 1| admin_test I ] sest
b G
|B ::‘mlmmwr E‘ Gustst account is off

a
Create lman(ounl( Laan
Wht iz 8 user sccourt?

Addditicnal things you can de
E’%« User Accounts » Manage Accounts » Create New Accaumt | 4 :ﬁ'mumﬂ"] E
MName the account and choose an account type v

This naene will appear on the Welcoma screen snd on the Star meni.

@ Standard user
Stamdord - d

u
the security of the computer.
% Addministrator

that do not users or

computer and

desired changes. Based on

ction setings, et :
making changes that affect cther users.

Why s a standard sccount recommended?

(s (6. (o]

o y T

» Manage Accounts v | 49 W Search Contecl Ponel

T .
@ Faauninlvd
i test_user
Standard user

‘Choose the account you would like to change

| admin_test
| Administrator
Password protected
| " Guest
Guest accourt is off

Creste 2 new account

‘Whet is # user sccount?

Additional things you can da

@ Adassuta:ldnu Network Security Lab aduldunuase
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IUaeunUavansirnugisndoe)

11U

. Ifde Control Panel >

(@, = UserA

- {44 | Search Contr

User Accounts > Manage

Accounts . . =
L . e e =
2. lunsilazidunsuieuing B A
wa9flf9uie testuser i IQ e IO (2) #udianin )
sutlianfnasearld test
user
|®| 5, = User Accounts » Manage Accounts » Change an Account = |3l Search Cann|
- - Make changes to test_user's account
3. Aaniaan Change the G st =
Creste & paszword Q m::?u
account type el '
oo 4() on)
Manage another account
adg v a a L = a s £ o & v
4. lunsedifilindnidan Administrator iawdaudnsangdldssanadudauaszuy
5. AAnUu gudunisufsudszinnuaeg ldeu

« Manage Accounts » Change an Account » Change Account Type

Search Control Panel

Choose a new account type for test_user

test_user
Standard user

@) Standard user
Standard account users can use most software and change system settings that do not affect other users or
the security of the computer.

aan ‘ 4 )@ Administrator
Adrmini: have complete access to the computer and can make any desired changes. Based on

notification settings, administrators may be asked to provide their password or confirmation before
making changes that affect ather users.

We recommend that you protect every account with a strong passwerd.

Why is a standard account recommended?

» Change Account Type ” Cancel

nsA 2 msusuucvs: uuumdw?w
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1. fivhae User Accounts > Manage another account linnidanda test_user win

ABINITIRNITIREH B AUl

2. l#manidan Create a password

‘:. | < User Accounts » Manage Accounts » Change an Account « | 43 lll Search Controi Pane! pel i

A\

Make changes to test_user’s account

Change the account name —
Create a password e \@8n h tEStTL_ISEr 0 \@8n
Change the picture Administrator

Set up Parental Controls
Change the account type

& @

3. Anvsvauluid o 2 asefieduduninugndes

1%
v o = v o

4. uananilldanudiarnnsaszyfom i (Hint) Adlddedmiudldonu Tunsdin

U
v

FRaRULUEINABNNTIRIN LaIAENLN

)| « Manage Accounts » Change an Account » Create Password + | 3 | Search Contrat Panel

Create a password for test_user’s account

| g |
‘ _b test_user |
| Administrator |

You are creating @ password for test_user.

1f you do this, test_user will lose all EFS-encrypted files, personal certificates and stored passwords for
Web sites or network resources.

To avoid losing data in the future, ask test_user to make a password reset floppy disk.

[Fthe password contains capital Ietters, they must be typed the same way every time.

How to create a strong password

SuuARn (4))

The password hint will be visible to everyone who uses this computer.
What is a password hint?

R
'
=}

5

v aa

AEIRR dnSunaUaguIany AazAdapdeiunuiSasne Password wadeiunwfiaan
1wan Change the password

ﬂTSaU[Ujlj\)'IU 2, » Control Panel » User Accounts and Family Safety » ~ |43 ll Search Controt Pand

v a a Control Panel Home
1. SLWﬂﬁﬂLﬁaﬂ Add & Usermralints,
Syateeriand Seeurty Change your account picture | ) Add or remove user accounts
Change your Windows password
or remove user Nrin o et
Hardware and Sound @ %a;ental (Dnt:")ls o \@en
et up parental controls for any user
accounts Programs
® User Accounts and Family Windows CardSpace
Sheny Manage Information Cards that are used to log on to online services
Appsaance and Credential Manager
Personalization
Manage Windows credentials
Clock | snauaae snd Region

Adassuta:ldnu Network Security Lab aduldunuase



5%, + User Accounts » Manage Accounts

+| 43 Wl Search Contrcd Fanel

|

2. Tunsdifidasnisaugldeu
test_user Inglindnidan
Za testuser

Choose the account you would like to change

-
-

admin_test
Administrator |
Password protected

Guest
Guest accourt is off

test_user
Administrator

@™

Aanidan Delete the
account

5, o User Accounts » Manage Accounts » Changs an Account

= | 49 W Search Contrei Paael

|

Make changes to test_user's acocount

Change the sccount name:
Creste & pessword
Change the picture

Set up Parental Cortrols
Change the sccount type

o (

Manage anather sccount

| test_user
Administratar

v

pandansEnIaulndnifgtassre (Delete Files)

woilunseiilldmAntuy LRAUTNTNG

2, « User Accounts » Manage Accounts » Delete Account

Siie

windaAulngliad (Keep Files)

U

Search Control Panel 3

Do you want to keep test_user’s files?

Before you delete test_user's account, Windows can automatically save the contents of test_user's desktop
and Documents, Favorites, Music, Pictures and Videos folders to a new folder called 'test_user’ on your

desktop. However, Windows cannot save test_user's e-mail messages and other settings.

» DeleteFiles | [ KeepFiles | [ Cancel

aNOTE

4

}) Create 2 password reset disk

nsdifigléoruanaazfusviadiu ludulianidunsadvdadisoundaalilunsdifionrazinnsdy lny
Faunaunisaniunisaesalull
1. Tdnluf Control Panel > User Accounts and Family Safety > User Accounts

2. manidan Create a password reset disk

52, » Control Panel » User Accounts and Family Safety » User Accounts ( 1)

Search Control Panel I

Control Panel Home
Make changes to your user account

Manage your credentials

Change your passwaord
Remove your password
Link online ID:
. 3 Change your picture
BRI Enceypion @) Change your account name
Configure advanced user % Change your account type
profile properties

Change my environment

a #) Manage another account
variables

#) Change User Account Control settings

admin_test
Administrator
Password protected

Jnuamsa 2 msusuncossuulnysydau
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NOTE

3. Adnty

4. mdnifian USB wiawu CD (lunsdifilian USB @a Removable Disk) udinfiniu

Forgotten Password

Welcome to the Forgotten
Password Wizard

This wizard helps you Greate a "password reset” disk. ff you
forget the password for this user account and are Lnable to
log on, you can use this disk to create a new password.

Mote: No matter how many times you change your
password, you only need to create this disk once

Warring: Anyone can use this disk o reset the password,
and therefore have access to this account.

To store password recovery information on 3 USE flash
drive, insert the USB flash drive before clicking Next

To cortinue. click Next

I Create a Password Reset Disk
The wizard will save password irformation about this user accourt to the disk in
the drive below.

| want to create a password key disk in the following drive:

s Removable Disk (G:) -

A
oD

< Back Next >

< Back Nex > Cancel

5. n3an Password fildlunsdau (Password fildeuluilaau) udnfndn

6. sawflaaSadulindniy

Current User Account Password
“The wizard needs to know the curment password for this user accourt

, :
oo | =
Creating Password Reset Disk

| Please wait whie the wizard creates the disk

Make sure the disk is still in the drive, and then type the cument user
account password. If the account does not have a password, leave the box
blank.

Curent user accourt password

Progress: 100% complete

<Back | Net> | [ Cancel

7. udamdnta

Forgotten Pass

Completing the Forgotten
Password Wizard

Yau've successfly created 2 password resat disk for this
user accourt. Discard any previous disks: they can no
longer be used

Label this disk "Password Reset" and keep f in a safe
place:

To close this wizard, click Finish

< Back Finish Cancel




NOTE

lududnld Wddulawaz Uaniaslnaidnasinis

1. aszuuwaneniihas Log-in Tild User uaz Password Ingnnaadldsiafifia Aazuanefagy

% Windows 7 Uliimate

2. pAnidnn Reset password

phet :
s

% Windows 7 Ultimate

3. flazuanantiising Password Reset Wizard Tafinyw

Welcome to the Password Reset
Wizard

ffyou forget the password for this user account and are
unable:to log on, this wizard helps you reset the passward

Note: To use this wizard, you must have first crested 3
password reset disk

To continue, click Next.

@o=—

Jpuaimsn 2 msuSuucivs:uudoydy (v




NOTE

De

4. mandean USB Drive #

afiu Password udp@ntn

Password Reset Wizard

Insert the Password Reset Disk
The wizard will use the information on the disk to help you reset the password

The password key disk s in the following drve:

[ Mexs ] [ Caneel

5. lgldeuld Password Tnsiluges Type a new password: wazlddnasslimfiauduiaidung

Budu udrndntn

| Pascword Reset Wizard

Reset the User Account Password
You will be able to log on to this user account with the new password

Chaose @ new passward for this user accourt, This password will replace
the old one; evenything else about the user account will remain unchanged.

Type anew password

( Awunsialusd
Typs the password agsin to corim:

Type anew password hint:
Secret

6. azusngniiae Completing the Password Reset Taants

Password Reset Wizard

Completing the Password Reset
Wizard

You've successfully reset the password far this user
accaunt. You wil now be able te log on with this new
password

Mote: You can use the same password key disk to reset the
password in the future. You do not need to update this disk.
Rememberto keep it in @ safe place

To close this wizard, click Firish

< Back E Finish ; Cancel




NOTE

7. waanuuazUsnguinae Log-in Inadnase Asaillinsan Password filasslilua Aay
snnsnldeiu Windows ldmauni

0

umbers:

MsJIASEASAAWIUNUUaonNEl

v v

Iuﬂia‘iﬁ@ﬁw%a%Lmiz‘uummmimaaaamﬁamu fanaariin1sme b igelanusauwe #ie

duidavsianisgnland Aazaunsaldindasiialuniaa Password wiaiiandn nmsnaaasuuumnn

5 w3a Brute Force s lasssadradu LOphtCrack Iagldadnfiunisaadunausssalil

1. WRnase WinPcap Tnaanidlvanldanniiules http://www.winpcap.org/install/bin/
WinPcap_4.1_3.exe dwiuiiiwadosdofildlunssnduniniinseg uu Windows

WinPeap - Home

& @ covminpeaparg @ || O Seorct B 9 4 D =

WinPcap .

WinPcap WinDump NTAR

( o . i i

Download Documentation Support

Get WinPcap
News and Releases Introduction to WinPcap WinPcap Enhancements
8 March 2013 WinPcap i the industry-standard tool for Riverbed FORCE
A ol foday, WinPeap 4.1.3 i mailable in the link-layer network acoess in Windows Rwerbed FORCE affers three
download section of the WInFoap webaite ‘environments: it allows applications t capturs full days of deep technical | rf\"efhed
This release adis suppor for Windows & and and transmit network packets Bypassing the training an hybrid FeRCE
Sesver 2012, and fes a couple of security protocel stack, and has addilional usetl archileciures and soluticns in 2 L
I55Ues In the WinFcap driver hat could cause eahures, inchuding kemal-bevel "_’m _' .
an O erash a netwark slaisics engine and suppar for WAN opamizaian, branch REGISTER
Full detzfs of e changes can be found in he Temole packel caplure. converged infrastiuchure. o
changs kg WinPeap consists of a driver, inat edends the application delivery. and clowd storage debvery.
Glaniuca Varenni peraking systam to provide low-level network Register Today
WinPeap Team access, and a library that is used to easily

access Ne [ow-bee] network lavers This library

JFuamsA 2 msusuicus:uududR o tasanudunvlasansnugiu



2. WAmse LOphtCrack 6 n3a Ic6setup_v6.0.17.exe Tnamnilwanldanniiules hitp://
www.|Ophtcrack.com/download.html

AR dwsuufisansawm Password wuu Brute Force atiuifinazdasiiFnlddne

LphtCrack Password Auditor

€ | o Wphterackcomdowriand hir B v || Q searh T T + A =

Lol ’ 'TCRACK Home page Leam about LOphiCrack Daownload Purchase Suppor

Downicad System Requirements Chanagelog

availal Windows XP w6.0.20 - Ensure key generalion for remole
i et naﬂee . agent is done propery In 38 cases.

trial download. To confirue wsing it = L
¥6.0.10 - Furlher improves dickonary

the wial period mstm_au‘

ool o anllvan handling far Earge dicbanaries and updates

w‘lnFcan &niffing to the |ate=1 version of e

Please read our EULA 3nd LNINSTALL Windows Server 2008

3 Windmws Server 2008 A2 ueo 18- improved dicionary cracking
nstnsctions before downloading.
i 4 Windows Server 2012 when using multiple dictionary Sles
Al Service Packs, 12-bif of 64-Bil w6017 - Fised ‘migging account ofl-by-one
Clhck the LT bcon 10 download Te the
Lopt#Crack & setup program. SH6ME of RAM prozéem in hash importer. Fised license
JOME Hard drive space (more 1o use regisiration problem.
rainbow tables) WE0L16 - improved stability and speed of

et password dumping. Addad comected
SYSKEY suppor 10 SAM e import. Added
: caching optian for power rainbowtasies
users. iImproved charset handiing for bnste =
Thers.

3. walihedanmegausiasinu Widaunasauaiegldnussuuiuvaning Tnasesianu
agedny wardeldlusunan LOphtCrack wanswa 1y abc win 888888

4. ANINAFUNITIANTRENU
41 Widaldsunsan LOphtCrack

4.2 pAndy ';?,' Tusunsnfazindn Password fifinsuan (Hash) 13lunmsw3anian
IHANU (‘swawmﬂmim Hash ay mmﬂuﬂgummw 13)

4.3 nytifaznaansAunn Password wee User = test.user limaniéan User =

test_user

v
<

4.4 WiAANIN zmen Ingazdnnering g 1w lunsdifl Password dufinssefilaiudonss

Tnsanaazidudagludwe anansasslifgusiudns

i
& 7ha
i

Phahs-PC : MI
& Phatspc J

1347 T started.

1.2.-’29.-"201.5 13:34:07 Entered NTLM Dictionary audit
12/20/2015 15:34:11 Exited NTLM Dictionary audit

12/20/2015 15:34:11 auditing session completed.

Adassula:ldnu Network Security Lab adulduu
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45 lunsdifienassiiniade
Password fifutau fiauin
Usuumaldannnsoalalu
suuusne g Inedian Session
Options udAdnta

Auditing Options For This

- Dictionary Crack

Erabled
Crack NTLM Passwords

The Dictionary Crack tests for passwords that ars
the same as the words listed in the word file. This
testis very fast and finds the weakest passwords.

T
Enabled
[ Crack NTLM Passwords

e Hybrid Crack

The Dictionary/Brute Hybrd Crack tests
for passwords that ars variations of the
words in the word file. It finds passwords.

Charactersto prepend

Characters to append

such as "Danad9” or “monkeys!. This
0 ‘;n"ﬂ”smf; substiutions test is fast and finds weak passwords.
Also known as Tainbow tables’, the Precomputed
[C]Enzbled | Hash File List Crack tests for passwords against = precomputed
= hashes cortained in a file or files. This test is very
[ Preserve Precomputation Data fast and finds passwords created from the same
Toceron character set s the precompuied hashes
Presenving data speeds up
G consecutive runs in exchange for disk space.
This crack warks against LM and NTLM passwords,
but not Uri
- Brute Force Crack
Enzbled Language: The Brute Force Crack tests for passwords that
- o made up of the characters spectied inthe.
["]Crack NTLM Passwords | English aracter set. It finds passwords such as
—— “WeR3ph6s" or "vC5%69+120", This testis slow.

and finds medium to strong passwords
[ siphabet + numbers

Custom Charscter Set fist sach character):

ETHAIASDHLCFPUMYGWYERK D/ Zetrioasd ~
Rlctpumygueebikaz01 23456783

Enabling  start ar end point lets you contral the
minimum and mamum number of characters to
terate.

The actual maxmum charscter count used may
vary based on hash type.

Enable Brute Force Minimum Character Court
Enable Brute Force Maximum Character Count

e i)

Specy a character set wih more characters to
crack stronger passwords.

o] omes ]

4.6 aﬁﬂuuiwmaﬂﬂs\l o

Begin

&
&ﬂham. PC Phabli
LPhaliPC et e

ALennn lunisfunisdaiuidudau fay

1%

mildnsuszananaigese Selunsdlil User -

Mlinanldlunsdumdufingetu suluds

test_user way Password = 888888 1Junu

QUU .,

Begin  Paue  Stop smlnnl
| Betiet |

Schedule Schesuled
it Tasks

Phatli

bist_uir

& phati-pc
& Phati-pc

35: Dictio
1.2.-"29.-"201.5 1.s 35: 49 cracked N'ILH asswrdr¥ur PhaN1 PChTesT_user

12/20/2015 15:35:53 Exited NTLM D&ctionar Aud“
12/20/2015 15:35:53 auditing session completed

with pictionary Crack.




dusudwmald avidlunsiinfnsmelusunsutasiulisa wie Anti-Virus Tnasredeiulusunsy

AVG Free Anti-Virus @sfldunauss

aluid

1. Wallnaalusunsa Anti-Virus anadulse http://free.avg.com/ww-en/free-

antivirus-download

Gred onr free
from -

Compare Products

——— T
| B ANG Free Antivinus B M., % |88 - i -y
€ . B U 4+ e =
L n b » nt |l
‘_R\fﬁ | Free Downloads Mac  Mobile  Tablet Company  Support
AVG AntiVirus FREE 2015

ool

Essential protection that detects,
blocks and removes viruses and
malware - all for free.

CHET Editors” Rating:
Fededrirde

[} *eoes

Free download
from CNET
A

Outniasdng

Systam Raquiraments

2. sulardnlug avg_free_stb_
all_2014_4745_cnet.exe i

WNgNIEUIUNTAAMT

3. tdenaunflglunsineg

(English) udnadntu|

81 AVG 2015 Installer

¥ |AVG AntiVirus FREE Initializing installation

9 Gl

‘vielcome, Ve are row preparing your instaliation fles.
This mary tiske 8 couple af snuites, thanks for your patieros

81 AVG 2015 Installer

Welcome to AVG Installer




gansutauly

Asgeuldswnsy

Wantfinualusunsnineenns
fnny Taeldidaniduy Anti-

Virus Free anndumdnyu

TJumaunaldlusunsnazasig

License Key anlilaadnludf

nfundntu

AdnLaan Standard Install

mﬂﬁ?uﬂaﬂﬂw

5

AVG 2015 Installer

¥ avc Welcome to AVG Installer

By irertaling thia preduct you aie agresng 1o th folowang tema and condiiors of the AVG 2015 Lickrae Agresment and the

END USER SOFTWARE LICENSE AGREEMENT

IMPORTANT: This End User License Agreement (the "Agreement”) contains the terms
and conditions goveming access to and wse of all of the Software and Services
obtained from AVG [each, a “Solution”] by you and any entity or individual you
represent or for whose compuier, smariphone or other Device you acquire the
Solutions ("you"). By clicking the “ACCEPT” or “ACTIVATE" or similar option in
connection with this Aoreement. vou aoreed to be bound by these terms and

Erntable verson

51 AVG 2015 Installer m X

¥ | AVG AntiVirus FREE Select your product

Recommendad: Try AVG Intemet Sacunty free for 30 days. You can akways switch to baskc protection
atar.

Features Anti-Virus Free Internet Security Trial
AntiVins & Anti-Spyware v v
Onbne Shiskd v
Enhanced Frewal v
AnthSpam v
Technical Suppost: '

l,g’aﬂ ) @ Basc protection Full protection

(rin G2

5, AvG Activate Your License

Hext >

5

AVG 2015 Installer

Licerane Mamber s [ rezam0-wouzaaa-wouz ] v
Exaple: 1GHPB-S0CAS-PLUQUE-ASION-GP 3833008

I you pur ¥OLF AVG software onine, your sent by emal. To avoid typing erors, we
recommend copying and pasting the number from the emad to this sreen.

If you purchased the software n & retad store, you wil find the on n the
Dackage.

51 AVG 2015 Installer

V] rus FREE Select type of installation

@ Standard Install (recommended)
Install ol standard features.

Custom instsll
Choose which features to instal, Recommended for advanced users,




AVG 2014 Installer

& { AVG AntiVirus Fr Install Progress
v & a o Dewrlcad fles
8. ‘Lmaauﬂi:mmzmumimmm wstall feanures and updates "\
wIaaNyInl ..

Feeed free to mirim. «

o s winclow
el ket you ko when the ritaiahen has froshed Mo fo Dt

eowsnr wil e closied. Pheasa o nat work oniine

81 AVG 2015 Installer

¥ | AVG AntiVirus FREE Congratulations!

9.Lﬁ@ﬂﬁiﬁmﬁmﬁ%aawuiﬂiuuxﬂﬁ Your software has been successfuly Instaed,
¥ AR = it i datn 2= part of AVG's Eroduct bmorw
THAANUN Ao tsomedss | 171D e

» The process is Ry sutomalic; you neednt do a thing
Diata sent to AVG heips update us on the latest threats.

BINNTLUIUANTIAAITNIAS DY

Register now to receive security alerts, product updates and Quick Tune for FREE!

SL%NI Quick Turwe can spwed L your P by fisieg Theia AVG product e computer PHANI-PC".

our emad address: |

. 1 AVG AntiVirus FREE I Join us on Facebook Support | Options ¥

(-‘ Updating virus definitions...<®

Checking for updates...

-
%

(@) @)
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